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SECURITY AND PRIVACY OF RFID SYSTEMS
ABSTRACT

Radio frequency identification (RFID) is a promising and widespread wireless commu-
nication technology for entity identification or authentication. However, RFID systems
suffer from security and privacy issues. Recently, numerous privacy-friendly RFID au-
thentication protocols have been proposed to mitigate these concerns. In this dissertation,
we concentrated on the security and privacy of RFID authentication protocols.

We primarily extend Vaudenay’s privacy model which combines the early models and
presents a new mature model for formal security analysis. We define a novel adversary
class called RANDOMEYE, which allows analyzing the security of random number gen-
erators (RNGs) in RFID protocols to enhance the model. We further successfully apply
our extended model to existing RFID schemes in the literature.

Secondly, we extensively examine the state-of-the-art RFID authentication protocols based
on elliptic curve cryptography (ECC) in terms of security and performance. Some of these
works claim that their protocols provide all general security and privacy properties. We
prove that they do not provide forward and/or backward privacy contrary to their claim
by providing formal security analysis. Then, we propose a secure, privacy-preserving and
efficient protocol. We also present a comprehensive security and performance analysis of
our proposed protocol and compare it to the existing relevant schemes in detail. Further-
more, we implement our proposal in a real RFID system to demonstrate its practicability.
To the best of our knowledge, our proposed scheme is the most efficient ECC based RFID
authentication protocol realized in a real-world environment that satisfies all common se-
curity and privacy features including backward and forward privacy.

Keywords: Implementation, Privacy, Public-Key Cryptography, RFID Protocols, Security.
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RFID SISTEMLERININ GUVENLIK VE MAHREMIYETI
OZET

Radyo frekansi tanmimlama (RFID), varlik tanimlamasi veya dogrulamasi i¢in umut verici
ve yaygin bir kablosuz iletisim teknolojisidir. Ancak, RFID sistemleri giivenlik ve gizlilik
sorunlarindan muzdariptir. Son zamanlarda, bu endiseleri azaltmak i¢in giz-lilik dostu ¢ok
sayida RFID kimlik dogrulama protokolii 6nerilmistir. Bu tezde, temel olarak RFID kim-
lik dogrulama protokollerinin giivenligi ve gizliligine odaklaniyoruz. Oncelikle, Vaude-
nay’1n 6nceki modelleri birlestiren ve formal giivenlik analizleri i¢in yeni olgun bir model
sunan mahremiyet modelini genisletiyoruz. Modeli gelistirmek icin RFID protokollerinde
rastgele sayi lireteclerinin (RNG’ler) giivenligini analiz etmeyi saglayan RANDOMEYE
adli yeni bir rakip sinifi tanimhiyoruz. Genisletilmis modelimizi literatiirdeki iki popiiler
RFID protokoliine basariyla uyguluyoruz. Ikincisi, giivenlik ve performans acisindan elip-
tik egri kriptografisine (ECC) dayanan en giincel RFID kimlik dogrulama protokollerini
kapsamli bir sekilde inceliyoruz. Bu calismalar-dan bazilari, protokollerinin tiim genel
giivenlik ve gizlilik 6zelliklerini sagladigimi iddia ediyor. Formal giivenlik analizleri ile
ispat ediyoruz ki bu protokoller iddia ettiklerinin aksine ileri ve/veya geri mahremiyet
saglayamamaktadirlar. Ardindan, giivenli, mahremiyet etkin ve verimli bir protokol 6ner-
iyoruz. Ayrica Onerilen protokoliimiiziin kapsamli bir giivenlik ve performans analizini
sunuyoruz ve onu mevcut protokollerle ayrintili olarak karsilagtiriyoruz. Dahasi, Onerimizi
uygulanabilirligini kanitlamak icin gercek bir RFID sisteminde gercekliyoruz. Bildigimiz
kadariyla, onerdigimiz protokol, geri ve ileri mahremiyet de dahil olmak iizere tiim or-
tak giivenlik ve gizlilik 6zelliklerini saglayan gercek diinya ortaminda gerceklestirilen en
verimli ECC tabanli RFID kimlik dogrulama protokoliidiir.

Anahtar Kelimeler: Ger¢eklestirme, Mahremiyet, Acik Anahtar Kriptografisi, RFID Pro-
tokolleri, Giivenlik.
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INTRODUCTION

Radio Frequency IDentification (RFID) has become one of the most emerging wireless
technologies used in order to identify and authenticate objects, animals and people in re-
cent years. The popularity of RFID has been rising day by day with the expeditious de-
velopment of the Internet of Things (IoT) paradigm. In fact, the first idea of IoT was
originated from a network of objects connected by RFID, and IoT tells us that “anything
that can be connected, will be connected”. It is predicted that by 2020, the number of daily
life things that will be connected to each other will reach about 50 billion [1]]. This means
that RFID will continue to have a high impact on our daily activities and behaviors, and
penetrate in our everyday lives rapidly by providing easy, efficient, cheap, secure and pri-
vate connections of ’things” which also includes people [2]]. Although RFID technology
is used in numerous real-world applications such as payment systems, healthcare system,
e-passports, e-voting, national e-ID management, smart homes, access control, manufac-
turing, asset management, supply chain, etc. [3-7]], RFID is still regarded to be its infancy
today [8]. It is also considered that near-field communication (NFC) technology in smart
phones is a new up-to-the-minute opportunity for RFID technology and we are on the
doorstep of a new RFID era [9,/10].

Security and privacy concerns arise since a tag communicates with a reader over an inse-
cure wireless channel. Tag impersonating, tracking (forward and backward), eavesdrop-
ping, replay, man-in-the-middle (MiTM) and denial of service (DoS) attacks can be per-
formed by an attacker using the messages transmitted in the air [11]]. Implementing heavy
cryptographic algorithms to overcome these issues is a challenging task due to the limited
capabilities of low-cost RFID tags [64|10,12-14]. For protocol designers, such constraints
enforce a trade-off between security and practicality. Furthermore, over the past few years,
numerous authentication protocols have been proposed so as to mitigate security and pri-
vacy concerns for RFID systems [[15]. Most of the new protocols claimed that they were
impregnable against every type of attack, providing different RFID system features such
as scalable identification, tag ownership transfer, mutual authentication, robustness against
noisy environments, reader corruption resiliency, etc. Unfortunately, many of them failed

to satisfy the claimed security and privacy properties [15-18]].

Public key (asymmetric) cryptography (PKC) can bring elegant solutions to security and
privacy problems stated above. Especially nowadays, elliptic curve cryptography (ECC) is
preferred in various RFID authentication schemes in order to reduce the key sizes, mem-

ory storage, and computation cost. Many protocol designers think that using ECC in their



designs efficiently and achieve security and privacy properties (see Section [2.2)). Although
some researchers have doubts that PKC might not be affordable for constraint tags, the
feasibility of using ECC in the tags is shown in [[19-23]]. Moreover, both privacy and scala-
bility in RFID systems are more easily accomplished by using PKC rather than symmetric

cryptographic blocks [23}24].

On the other hand, privacy models have been presented to systematically analyze the se-
curity and privacy of proposed authentication protocols. Such an evaluation is theoreti-
cally accomplished based on the privacy models to examine the security, anonymity and
untraceability properties before using an RFID protocol in real-life systems. Recently, sev-
eral models have been proposed to formalize security and privacy in the context of RFID
systems [25+33]]. A privacy model should be detailed, attentive and flexible not to overlook
the realities of practical RFID systems. Although it has been considered that Vaudenay’s
model [27] is one of the most evolved and well-defined privacy models, some papers have
been published to ameliorate his model [29,32-34]. These results, to the best of our knowl-
edge, have claimed that their improvements fulfill the missing parts of the model but the
privacy model has still fractures. In our opinion, the design of a new, appropriate, complete,
and flexible security and privacy model considering the various abilities of an adversary is
an essential need. Most importantly, we have noticed that Vaudenay’s model has not taken
the misuse of random number generators into consideration and this is a new and different

adversary ability especially for real-word scenarios introduced in this thesis.

Designers generally build the security and privacy of their protocols on the utilization of
a random number generator (RNG) which is one of the most common primitive cryp-
tographic functions. Even though designers regard RNGs as secure, their improper de-
ployment might cause serious weaknesses in a protocol scheme. More importantly, many
proposed RNGs that are asserted secure today, might be broken or become weaker in the
near future. In the literature, presented RNG attacks [[35H38|] show that protocol designers
should put care into the deployment of RNGs in order not to encounter security and privacy

issues in their protocols.

The feasibility of using ECC in practice is important for real-life RFID applications. Re-
cent works show the implementations of their protocols in different environments such
as Wireless Identification and Sensing Platform (WISP), Field Programmable Gate Array
(FPGA) [39,140]. There are also some RFID tags that are presented for implementations
in Java cards, BasicCard, Mifare Card, and NFC cards. Especially HF RFID tags includ-
ing NFC (Near Field Communications) tags have been densely preferred for IoT security
applications [41]]. In particular, the BasicCard environment [42] offers good opportunities

for RFID systems as a powerful development tool in simulation and implementation.

In this dissertation, we show that RNGs could be the weakest point in RFID authentication



protocols and misusing them can cause severe security and privacy issues. From this point
of view, we first revisit and extend Vaudenay’s privacy model [27] by introducing the no-
tion of RNGs based on their improper usage. To do so, we formalize a new privacy level
called RANDOMEYE privacy that is integrated into Vaudenay’s model. We also claim
that Vaudenay’s model is not sufficient for some real-world scenarios. For instance con-
sider the following case that are not covered by Vaudenay’s model: An adversary obtains
some random numbers in a scheme and predicts the outputs of the RNG or the RNG loses
its randomness because of some reasons such as aging, environmental effects, etc. (see
Section for further some explanations and existing attacks about RNGs). Motivated
by this need, we introduce a novel adversary class what we called RANDOMEYE and
define a new random oracle &®¥C. We further apply our enhanced model to two existing
RFID schemes and analyze their security with respect to RANDOMEYE adversary class.
First, we address the scheme by Song and Mitchell [43]], and then the scheme by Akgiin
et al. [44]. We show that these schemes are vulnerable to RNG attacks and are not RAN-
DOMEYE private according to our extended model. Namely, the adversary can obtain the
secrets of the RFID tags by benefiting from the improper usage of RNGs. We point out
that RNGs might be the bottleneck of many RFID schemes. We highlight that using RNGs
to mitigate security and privacy concerns can be Achilles’ heel of an RFID authentication

protocol.

We also show that the existing works [39,40,45,46] do not provide forward and/or back-
ward privacy, contrary to their claim. We reveal the vulnerabilities of these schemes under
Vaudenay’s [27] formal privacy model by utilizing privacy games. We propose a new
secure and privacy-friendly ECC based authentication protocol by improving [40]. We
elaborately analyze our proposed scheme in terms of security and performance and our
analysis indicates that our scheme achieves all well-known security and privacy properties.
Moreover, we give the implementation results of our proposed protocol in a real-world
RFID system in order to show the practicability and feasibility of our proposal. We present
detailed security and performance comparisons between our protocol and the related ex-
isting schemes. To the best of our knowledge, in the RFID literature, we claim that only
our proposal is the up-to-the-minute implemented and tested protocol that can efficiently

satisfy all essential security and privacy requirements for an RFID system
Organization

This dissertation is organized in 5 chapters. In Chapter (I} we consider on RFID systems,
RFID authentication protocols and cryptographic primitives explaining the important defi-
nitions and notions. In Chapter [2] we review the literature on RFID privacy models, ECC
based RFID authentication protocols, and RNGs used in the RFID protocols. In Chapter|3|
we propose and describe our new privacy model. We improve the Vaudenay’s privacy

model defining a novel adversary class called RANDOMEYE. Then, we provide security

3



and privacy analysis of two existing RFID protocols under the enhanced privacy model
as case studies. In Chapter 4, we consider on the recent ECC based RFID authentication
schemes and prove that these schemes do not provide forward and/or backward privacy
as they claimed. Secondly, we present our proposed protocol and its security and privacy
analysis in detail. Then, we introduce our simulation and implementation environment, and
show how to simulate and implement our proposal in the environment. Finally, we demon-
strate our results and give a comprehensive comparison. In Chapter 5] we concluded the

dissertation.



1. BACKGROUND INFORMATION

This chapter presents some background information on several notions, definitions and
terminology addressed in this dissertation. We primarily introduce RFID systems. Then,
we focus on RFID authentications protocols and explain the crucial terms, definitions, and
notions about the protocols. Thirdly, we give some cryptographic primitives mentioned

throughout the dissertation for the sake of readability.
1.1. RFID Systems

RFID is a wireless communication technology using radio waves to exchange data between
parties. RFID is also one of the most likely technologies to promote the Internet of Things
(IoT) paradigm and is proliferated in many real-life applications such as access control,
supply chain, hospital care system, automatic toll collection, payment systems, e-passport,

vicinity/proximity cards, etc.

A simple RFID system consists of a tag (transponder), a reader (interrogator) and a back-
end server. A tag basically has a microchip which stores data and an antenna used to
transmit and receive messages through electromagnetic waves. Generally, it is considered
that a back-end server is separated from an RFID reader and it acts as a mediator between

the tags and the server for the communication.

A back-end server keeps all the information (secret keys, data, etc.) about tags. Further-
more, RFID tags can be categorized into active, passive and semi-passive tags. Passive tags

do not have their own power source and energize their integrated circuit (IC) by using the

Reader
Sectire /@ >>k@hg

Channel Insecufe Wireless
Channel

waves transmitted by the reader.

Back-end

System D

Figure 1.1. Architecture of a simple
RFID system

Moreover, tags can also divided into four groups with respect to their operating frequency
that usually depends on the availability of frequency bands and regulations: Low frequency
(LF, 125-134.2 kHz and 140-148.5 kHz), high frequency (HF, ISM band at 13.56 MHz),
ultra high frequency (UHF, 860-960 MHz) and microwave ( >2.45 GHz) [10]]. Passive low-



cost RFID tags of smaller sizes are highly preferred in many applications and this desire
introduces some computation, energy and size restrictions on the tag. The production
price of the tags is usually around $0.05 - $0.10 and the cost pressure is quite dominant
on hardware capabilities [[12]. Note that the reader and the back-end system (server or

database) are regarded as only one entity throughout this dissertation. (see in Figure[I.1).

Security and privacy concerns in RFID systems result from exchanging sensitive informa-
tion (i.e. credit card data, personal healthcare data) of tags with a reader in an insecure
wireless channel. An adversary might be able to catch and change the messages transmit-
ted in the air. The adversary can cause security and privacy issues with performing various
attacks such as tag impersonating, reader spoofing man-in-the-middle (MiTM), tracking,
replay, denial of service (DoS) attacks, etc. Therefore, many authentication protocols have

been designed for mitigating security and privacy problems in RFID systems [15].

In the RFID literature, all protocol designers claim that their own schemes are secure and
privacy-friendly while providing some other requirements such as mutual authentication
and scalability. However, it is shown in the literature that most of them are not resistant to
every type of attacks and do not efficiently accomplish a least one of security and privacy
properties such as forward privacy, backward privacy, impersonation resistance, desyn-
chronization resistance, etc [[15,47-52]]. Also, some RFID privacy models are presented to
methodically and formally analyze authentication schemes in terms of security and privacy.
Although Vaudenay’s model [27] is still successful and acceptable, in the course of time,

several works have been proposed to improve and extend his model [29,(33}34,147].
1.2. RFID Authentication Protocols

In this section, we will briefly consider on RFID authentication protocols giving some

definitions and explaining important notions.

Definition 1 (Identification). Identification is a process of declaring an identity without

providing the attesting evidence in a protocol.

Definition 2 (Authentication). Authentication is a process that one party identify the iden-
tity of a second party using the attesting evidence in a protocol whilst the second party is

active at the time the evidence supported.

Entity authentication methods might be consists of three main categories with respect to
the attesting evidence [53[]. The first one is “something known”. In this category, the
prover presents a piece of knowledge to the verifier such as password, personal identifica-
tion number (PIN), etc. In the second one ”something possessed”, the prover provides a
physical accessory such as smart card, password generator, etc. In the third category which
is ’something inherent”, the prover assures a human inherited characteristics such as fin-

gerprints, handwritten signatures, retinal patterns, etc. These authentication factors are

6
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generally called in classical textbooks as “what you know”, ”what you have”, and ”what

you are”.

Definition 3 (RFID Protocol/Scheme). An RFID protocol (or scheme) is a set of proce-
dures (or rules) providing data exchange between an RFID reader (Verifier) and an RFID

tag (Prover) for a specific purpose.

Definition 4 (Mutual Authentication Protocol). A protocol is said to be a mutual authenti-
cation protocol if both parties (e.g. RFID readers and tags) involved in the protocol mutu-

ally authenticate each other.

RFID mutual authentication protocols are desired in many RFID applications instead of

one-sided authentication schemes where only one party authenticates the other one [54].

Most of RFID protocols are usually expected to satisfy the five basic cryptographic goals:
confidentiality, integrity, availability, authenticity, non-repudiation. Generally, these goals
are also called security services. Confidentiality is a service that states preventing the
content of information against unauthorized parties. Secrecy is a term synonymous with
confidentiality and privacy [53]]. Integrity is a service that states preventing unauthorized
modification (insertion, deletion or substitution) of the data exchanged between parties.
Availability is a service that states the ability to access the information among authorized
parties when needed. Authenticity is a service that provides ensuring the only authorized
parties communicate between each other. This service may be divided into sub-services
entity authenticity and data origin authenticity that implicitly implies data integrity. Finally,
non-repudiation is a service used to prevent denying previous actions of authorized parties
(53]

1.2.1. Classification of the protocols

RFID authentication protocols are commonly classified into four classes based on the com-
plexity of the cryptographic operations utilized in RFID tags: heavyweight (fully fledged)
protocols, simple weight protocols (simple protocols), lightweight protocols, and ultra-
lightweight protocols [50,55-57]].

Heavyweight protocols support symmetric and public-key algorithms and simple weight
ones use hash functions and RNGs in the tag side. Unlike wireless protocols that require
conventional cryptographic operations [24,58H61] such as symmetric and public-key al-
gorithms, restricted systems (in terms of computational power, storage, bandwidth, etc.)
require lightweight or ultra-lightweight authentication protocols. Low-cost RFID systems
are one of the prominent real-life applications of these protocols due to the capabilities and

the price range of RFID tags.
Lower cost and smaller size demands for RFID tags enforce them to be some resource lim-
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itations such as reduced number of logic gates, lower energy consumption, and low com-
putational complexity. Lightweight and ultra-lightweight protocols need to be designed by
taking into account the constraints of low-cost RFID tags. Hence, low-cost tags introduce
many challenges in terms of security and privacy; numerous researchers have proposed

protocols in order to obviate security and privacy concerns [15].

Extremely restricted RFID tags require ultra-lightweight protocols that only support bit-
wise operations (such as XOR, AND, OR, rotation, permutation, etc.) and are compliant to
EPC Class-1 Generation-2 specification. Some of the famous ultra-lightweight protocols
are SASI [55]], LMAP [62], M2AP [63]], EMAP [64]] and Gossomar [65]. On the other
hand, lightweight protocols use the same bitwise operations, as well as RNGs and Cyclic
Redundancy Check (CRC) but no cryptographic hash functions. Several well-known pro-
tocols are presented in [66H68|]. However, the restrictions mentioned above greatly limit
aptitudes of RFID tags and cause security and privacy vulnerabilities. Avoine et al. [48]
have evaluated and compared well-known lightweight protocols and indicated the security
and privacy weaknesses. Zeeshan has also quite recently addressed the security and privacy
issues in low-cost RFID systems in his Ph.D. thesis in [[10]. However, public-key cryptog-
raphy approaches in RFID authentication protocols present better solutions to security and
privacy problems as well as they fulfill both constant-time identification and strong pri-
vacy [48]. Using PKC on low-cost RFID tags has been becoming more feasible day after
day [[69-71].

1.2.2. Threats on the protocols

We present some possible threats in RFID protocols to demonstrate the security and pri-
vacy issues of RFID systems clearly [72]. An adversary mainly aims to attack to destroy
the security services and obtain the critical assets of the entities involved in an RFID au-
thentication protocol. There are basically two types of adversary. One of them is passive
adversary who is solely able to eavesdrop the communication of the insecure channel. The
second one is active adversary who is able to manipulate the messages on the channel. The

essential attacks [50,61,72-75]] against an RFID system are listed and introduced below.

In areplay attack, an adversary firstly eavesdrops the messages between valid a reader and a
tag during previous protocol executions. Then, she reuses the intercepted and collected past
protocol messages within the next protocol sessions to successfully authenticate herself as

a legitimate party or revealing the secrets of any parties.

In a man-in-the-middle (MiTM) attack, an adversary intercepts and modifies the messages

between a tag and reader to deceive at least one of the valid party as a legitimate party.

In a tag impersonation attack, an adversary impersonates a valid tag to the valid reader

without having the internal secrets of the tag and the reader authenticates her as a legitimate
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tag.

In a reader spoofing attack, an adversary deceives a valid reader acting as an authorized tag

and the reader authenticates her.

In a de-synchronization attack, an adversary aims to break the synchronization between a
tag and a reader by modifying or obstruct the update messages between each other. Hence,
the internal values of the parties are not sufficient and the authentication mechanism is

collapsed between legitimate parties.

In a denial of service (DoS) attack, an adversary targets the availability between a reader
and a tag engaging the reader, the tag or both parties. This attack is closely related to
de-synchronization attack because if the availability is not provided for further protocol
sessions, it means that de-synchronization attack is performed. The de-synchronization
attack is said to be a kind of DoS attacks [[74,/76].

In a cloning attack, an adversary aims to obtain the secrets of a tag or a reader to form an

invalid party that is able to pass the authentication against a legitimate party.
1.2.3. Security and privacy requirements of the protocols

In the previous section, we have talked about the possible attacks on RFID authentica-
tion protocols [72]. In fact, being resistant to the each mentioned attacks is one of the
essential security requirements of an RFID system such as replay attack resistance, MiTM
attack resistance, tag impersonation attack resistance, reader spoofing attack resistance,

de-synchronization attack resistance, DoS attack resistance, cloning attack resistance.

In addition, for a secure and private RFID system, authentication scheme should fulfill the
following crucial requirements (security and privacy goals) or properties: mutual authen-
tication, confidentiality, integrity, availability, location privacy, forward privacy, backward
privacy. In particular, the primary target of an adversary is violating the security and pri-
vacy goals of an authentication scheme by exploiting its vulnerabilities. In this respect,
satisfying a security or privacy requirement might sometimes corresponding resistance of

one or more forenamed attacks.

Mutual authentication is said to be provided if both legitimate tag and reader successfully
authenticate each other. Tag authentication and reader authentication are accomplished if

an adversary cannot authenticate herself to the reader or tag, respectively.

Confidentiality is said to be provided if no adversary knows the content of the messages
transmitted in an RFID protocol execution and she never reveals the secrets of a legitimate
entity. In other words, this property is also satisfied if no adversary can compute any

function of the secret data from the transactions of a protocol [[77].
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Integrity is said to be provided if no adversary alters (insertion, deletion or substitution) of

the messages exchanged between two legitimate entities in an RFID protocol execution.

Availability is said to be provided if the successive communication between two parties
should be always accomplished. Availability is also a service that states the ability to

access the information among authorized parties when needed.

Tag anonymity is said to be provided if an adversary is not able to identify a specific tag
while eavesdropping and manipulating the messages transmitted between the tag and a

valid reader.

Location privacy is said to be provided if tag anonymity is achieved and the adversary is not
able to trace the tag anymore. Therefore, location privacy is more comprehensive notion

because this property requires both tag anonymity untraceability [78]].

When considering the traceability of a tag in its past and future protocol transactions, the
notion of forward and backward privacy (or untraceability) is appearing [78,79]. In general,

untraceability means indistinguishability of two different tags in an RFID scheme.

In the RFID literature, the notion of untraceability is categorized into two types: backward
untraceability and forward untraceability [7/9-81]. Sometimes they are also called forward
secrecy/privacy and backward secrecy/privacy, respectively. Notably, these terms express
the opposite meaning of their word meaning. For instance, backward privacy means keep-
ing the privacy of an RFID scheme, even if the tags in the scheme had been corrupted in the
past. Actually, "backward” and “forward” terms are originated from the certain time that
an adversary can obtain the internal privileges of an RFID tag (i.e. tampering or having
ownership transfer) [79]. She is also able to record both a set of backward and forward

protocol interactions so that she can destroy the tag privacy.

Let prb24v (t,(I)Z(;) — y be a function that outputs the probability of an adversary Adv to
successfully trace a tag T at time ¢ knowing CIDY(;, where <I>,T0 denotes the whole internal
knowledge (e.g. secret keys and parameters) of T at time 7o (i.e. Adv can obtain CIDZ(; by

corrupting 7 at time 7p) and 0 <y < 1.

Definition 5 (Backward Untraceability / Forward Privacy). An RFID scheme satisfies
backward untraceability property, if pri/ (t, CIDI{)) is negligible, where ¢ < 1.

Definition 6 (Forward Untraceability / Backward Privacy). An RFID scheme satisfies for-
ward untraceability property, if pri} (t, CIDZTO) is negligible, where t > 1.

It has been considered that both backward and forward privacy are the essential secu-
rity requirements for an RFID authentication scheme. Lim and Kwon [79] introduce for-

ward untraceability property and argue that in general, providing this property for an RFID
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scheme is harder than accomplishing backward untraceability. They concentrated on the
importance of forward untraceability and state that it is at least as crucial as backward

untraceability for RFID authentication schemes.
1.2.4. Operational requirements of the protocols

For a real-life application of an RFID system, efficiency requirements of an RFID authen-
tication protocol must be achieved while providing the security and privacy goals. The
notion of efficiency closely relates to computational cost and communication cost. Briefly,
communication overhead and the number of protocol rounds determine the communica-
tion cost, and the operations used in the protocol determine the computational cost. At this
point, scalability which requires efficient tags searching in the database is a vital require-

ment of RFID systems to directly affect the computational workload [72].

Scalability is said to be provided if the computational workload does not increase while the
number of the tags are rising during the authentication process [82-84]. In particular, PKC

based RFID protocols can easily achieve constant time identification [48,/70].
1.3. Cryptographic Primitives

In this section, we introduce some preliminaries on main cryptographic topics utilized in
this dissertation such as private-key and public-key cryptosystems, digital signatures, hash
functions and random number generators. We also give the definitions of some crypto-

graphic notions and terms.

Definition 7 (Cryptosystem). A cryptosystem is a quintet (P,C,K,E,D) satisfying the

following conditions:

— P is the plaintext space that includes a finite set of probable plaintexts; C is the cipher-
text space that includes a finite set of probable ciphertexts, and K is the key space that

includes a finite set of probable keys;

— Vk € K, E; € E is an encryption algorithm E; : P x K — C, and corresponding Dy € D
is a decryption algorithm Dy : C x K — P such that Dy (Ey (m)) = m for each plaintext
m e P.

— Vk. € K, Jkq € K such that Vm € P, Dy, (Ey, (m)) = m.

A symmetric (or private-key) cryptosystem is defined by a cryptosystem satisfying follow-
ing properties (i) k., = k4, or (ii) it is “easy to derive ’k; from k.. On the other hand, an
asymmetric (or public-key) cryptosystem (PKC) is defined by a cryptosystem satisfying
that it is hard” to derive k; from k.. Generally speaking, determining the private key k4
from the corresponding public key k. is computationally infeasible.
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In this respect, we should explain hardness (commonly known as hard problems) term in
a cryptologic manner. This term is closely related to the ability of an adversary (generally
refers to an algorithm) attacking a cryptosystem. Turing machines might be used to de-
scribe all types of algorithms. Let n be an input string, | | be the length of the string, and
p denotes some polynomials, a polynomial time Turing machine is one that halts within
p(|n|) steps for any n string. The problem solved by a deterministic polynomial-time

Turing machine is polynomial time problem and its complexity class is P.

Instead, considering the average case complexity is far better appropriate to evaluate cryp-
tologic algorithms or problems. At this point, it is good to introduce the probabilistic
Turing machines. In a nutshell, a probabilistic Turing machine makes uniformly at ran-
dom choices for each step during its execution among possible ones. In other words, a
probabilistic polynomial time (PPT) Turing machine (M) is a Turing machine that always
halts in x¢ steps by taking an input x with a random bit string r, where ¢ is a nonnegative
integer [85,86].

Definition 8 (Hard Problem). Let Adv be an algorithm. A problem is said to be ’hard” if
it cannot be solved by a PPT Adv according to the input size.

1.3.1. Advanced encryption standard algorithm

In 2001, Vincent Rijmen and Joan Daemen’s symmetric block cipher algorithm (Rijndael
algorithm) was announced as a new Advanced Encryption Standard cipher (shortly called
AES) instead of DES by The National Institute of Standards and Technology of the United
States (NIST) after a worldwide competition [53,87]].

AES is a kind of block cipher algorithm that encrypts and decrypts the 128 bits length of
blocks using different key size 128, 192 or 256 bits. Generally, the key size utilized in
AES name the algorithm as AES-128, AES-192, or AES-256. The interface block diagram
(input/output) of AES algorithm is illustrated in Figure [[.2l Although increasing the key
sizes strengthen the algorithm (means higher security level), AES requires more round

iterations for the encryption.

; 128 ;
Plalntgxt » AES-k 12/8 Clpher.text
(128 bits) (128 bits)

k
Key
(k bits)

Figure 1.2. Interface block diagram of AES algorithm
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Today, the AES is still greatly preferred in many application areas and it has no signifi-
cant discovered security vulnerability [[77,88]. The US National Security Agency (NSA)
suggests different key sizes of the AES algorithm depends on the security level of the infor-
mation in order to protect. NSA says that all key sizes of AES (specified in FIPS 197 [87])
are sufficient from the lower security level up to the SECRET level but either the 192 or 256
key sizes of AES is required for TOP SECRET information [[89]]. Finally, one of the most
important reasons that AES being a very popular symmetric key algorithm is higher effi-

ciency in both hardware and software implementations besides security strength [90-92].
1.3.2. Elliptic curve cryptography cryptosystems

Elliptic curve cryptography is public-key cryptography based on elliptic curves over Ga-
lois or finite fields [93]]. More than 30 years ago, the use of EC in cryptography is firstly
discussed by Koblitz [94] and Miller [95], independently. Today, more than billions of
wireless communication systems prefer ECC based solutions to fulfill the security require-
ments in different sectors such as financial services, health care, government services, etc.,
because they need efficient and secure asymmetric cryptosystem for confidentiality, in-
tegrity, authentication, privacy, non-repudiation (i.e. signature), etc. The advantages of

ECC for wireless security is briefly overviewed in [96,97].

As follows, initially the theory of ECC is briefly summarized, then security and benefits of
ECC are discussed.

Theory of ECC: An elliptic curve (E) used for cryptographical purposes can be generally
defined over a prime finite field F,, (or Galois field) includes a group of points (x,y) that
satisfies y?> = x* 4 ax + b(modp) equation, where (a,b) € E, A = 4a> +270> — A #
O(modp) and p is a large prime number. The EC cyclic group is formally defined as
E(F,) ={(x,y) :x,y € E(a,b)} U{O}, where ¢ denotes point at infinity and satisfies the
following group properties. Let VP,R,S € E (F),) and P = (x0,¥0), R = (x1,y1), S = (x2,¥2),

Existence of identity: R+ 0 = O +R

Existence of inverse: R+ (—R) = O, where —R = (x1,—y). Also, 0 = -0

Closure: R+ S = (x3,y3) € E(F))

Associativity: P+ (R+S) = (P+R)+S

Point doubling: R # (—R) = R+R =2R = (x4,y4) € E(F))

The EC point addition is shown as R+ S = (x3,y3). Also, the EC point doubling is shown
as R+R =2R = (x4,y4) € E (IF,), where R # (—R). Lastly, the EC point multiplication is
defined as Q =P+ P+ P+ ...+ P =nP, where Q,P € E(IF,) and n € Z. This operation

corresponds to adding P by itself n times.
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Order of an EC group refers to the number of points (elements) in that group and can be
easily computed by Schoot’s algorithm. Actually, ECC uses cyclic subgroups formed by
EC with having cyclically repeated points. This type of groups has a base point (generator).
Note that Schoof’s algorithm cannot be used for finding the order of the subgroup. Let G
be a cyclic subgroup of E (IF,) with order k and generator P, then nP = ¢. Furthermore, a
cofactor of G is h = N /k, where N is the order of E (IF,) and & € Z because of Lagrange’s
theorem. In fact, cryptographers want a high order of an EC subgroup so before they find

a generator, they first choose a large enough order then try to reach a suitable generator.

Domain Parameters: ECC domain parameters are all the elements defining an elliptic curve

such as base point, prime order, cofactor of the base point, etc.

It is generally assumed for an RFID system that both tag and reader in the setup phase agree
on the curve to securely and efficiently execute a protocol. We prefer one of the secure
standard curves, namely the ECC Brainpool [98] to use in our protocol design. Below,
we give the domain parameters (hexadecimal representation) of brainpoolP160r1 standard
elliptic curve as an example, where satisfying the Equation [[.I] Briefly, p is the prime
that specifies the EC field over E (IF,,). a and b are the coefficients of the Equation
G = (x,y) is the base point (generator point of E), where x and y denote the coordinates,
respectively. ¢ is the prime order of the group generated by the base point G and the
co-factor of G is h, i.e. #E (F,) /q.

E:y*=x+ax+b (modp) (1.1)

p = E95E4A5F737059DC60DFC7AD95B3D8139515620F
a=340E7BE2A280EB74E2BE61BADA745D97ESF7C300

b = 1E589A8595423412134FAA2DBDEC95C8D8675E58

x = BED5AF16EA3F6A4F62938C4631EBSAF7BDBCDBC3
y = 1667CB477A1A8EC338F94741669C976316DA6321

q = E95E4A5F737059DC60DF5991D45029409E60FCO09
h=1

Security and Benefits of ECC: Using an EC scheme offers several advantages: smaller
key sizes with respect to the other known PKC algorithms (at the same security level,
see Table [I.1] [99]), higher speed, reduced memory storage as well as consumed power
and bandwidth efficiency. Thus, these benefits make ECC desirable in many high-security
usage areas of asymmetric cryptographic schemes such as key agreement, encryption and
digital signatures [96}/100-104].
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The security of ECC-based schemes depends on the hardness of the EC discrete logarithm
problem (ECDLP). Although many cryptoanalysts consider their attention on ECC based

schemes.

Table 1.1. Key size (bits) comparisons for equivalent security lev-

els [99]

Minimum Symmetric RSA and DL Group ECC
Strength (bits) Algorithm (bits) (bits)
80 Two-key 3DES 1024 160

112 Three-key 3DES 2048 224

128 AES 3072 256

192 AES 7680 384

256 AES 15360 521

Definition 9 (Elliptic curve discrete logarithm problem (ECDLP)). Given P,Q € E (Fq)
and Q = kP where k € [1,q— 1] and g is the point order. Then, it is hard to compute k by

an algorithm in polynomial-time.

The DH problem is also synonymously named as DH assumption and the assumption is
sometimes called the Computational DH (CDH) assumption to emphasis the difference of
Decisional DH assumption (DDH) [86]].

Definition 10 (Computational Elliptic Curve Diffie-Hellman Problem). Given PR, S €
E (F,), S =sP and R = rP where s,r € [I,g— 1] and g is the order of the base point P.

Then, it is hard to compute srP by an algorithm in polynomial-time.

At this point, we would like to define DDH for the reader to figure out the nuance between
CDH and DDH.

Definition 11 (Decisional Elliptic Curve Diffie-Hellman Problem). Given P,R ,S € E (IFq) ,
S =sP and R = rP where s,r € [1,q— 1] and ¢ is the order of the base point P. Then, it is
hard to distinguish srP from a random EC point zP in polynomial-time even if the points

S =sP and R = rP is given, where z €g [1,qg — 1].

Evidently, these problems satisty DL <= DH < DDH. For specific groups, DHP is some-
times called Computational Diffie-Hellman assumptions because DHP is assumed as a hard
problem. Note that the security of any scheme depends on under the assumption evaluated.
For instance, one scheme is secure under DL assumption while it might be insecure under
the computational DH assumption. Moreover, public keys in ECDH schemes might be
either static or ephemeral (ECDHE).

1.3.3. Elliptic curve diffie-hellman

ECDH (a variant of the DH scheme) is a secure key agreement scheme whereby two or

more entities can agree on a secret key by using ECC over an insecure channel. Both
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kxy = kyx = kek,G

Figure 1.3. Elliptic curve Diffie-Hellman key exchange scheme

entities already have pre-shared public keys of each other. They use their own private keys
to recover the shared key, but an adversary cannot calculate the shared key from the public
information. This scheme is briefly depicted in Figure

1.3.4. Elliptic curve digital signature algorithm

ECDSA is a variant of the Digital Signature Algorithm (DSA) that uses ECC. ECDSA
is used for authentication, non-repudiation, and integrity. Therefore, the source of the
message is authenticated, the entity that transmitted the message cannot deny it and the
integrity of the message is ensured over an insecure channel. In this scheme, basically, the
signer signs the message by using its own secret key and the verifier verifies the signature
with a public key of the signer by using ECC. The security of ECDSA is based on ECDLP.
Moreover, ECDSA is more effective than other known schemes such as RSA and DSA. It
is accepted by ANSI, IEEE, and NIST. Lastly, the description of ECDSA is briefly depicted

in Figure[T.4]

Singing Verifying
la,b,p,G,n,h| [a,b,p,G,n,h]
private-public key pairs: [kprv, kpup = kprvG] public key : [kpub]
message: m message and signature: (m,R,s)
Choose a random number: r €g [1,n— 1] vi = s 'm (modn)
R=rG = (x,y) vy = s~ 'x (mod n)
s =r~1 (m+kprx) (modn) V =G+ vakpup
signature: (R, s) checking: V LR
Proof of correctness:

V =v1G+ ok = s~ ImG + silxkpub: s~ (mG +xkprG) = r’1G=R

Figure 1.4. Elliptic curve digital signature algorithm scheme

1.3.5. Cryptographic hash function

Informally, a cryptographic hash function can be defined as a deterministic algorithm that
maps an arbitrary size of input at fixed size output. These functions are used in many

cryptographic schemes to provide the integrity of data. It is formally defined as below [86].
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Definition 12 (Hash Function). A hash function H : x — y, where x € {0,1}" and y €
{0,1}", mapping a bit string with an arbitrary length to a fixed length () one, where n > 0.
For a given string x, H (x) should be computable in polynomial time. Moreover, a function
H is also called a cryptographic hash function, if H satisfies the following well-known

requirements:

— Pre-image resistance (one-wayness): Given a hash value y, it is hard to find any bit string
x such that H (x) = y. By providing this property, the functions are resistant to pre-image

attacks.

— Second pre-image resistance (weak collision resistance) : Given a bit string x , it is hard
to find any bit string X # x such that H (x/) = H (x). By providing this property, the

functions are resistant to second pre-image attacks.

— Collision resistance (strong collision resistance): It is hard to find two different bit strings
(x,xl> such that H (x) = H (xl>.

If H is resistant against collision attacks, it always provides second pre-image resistance,
otherwise, but opposite implication might not be valid. This assumption is theoretically
true, however, it is recommended that cryptographic hash functions need to satisfy all three
requirements in practical applications. In practice, there are several known cryptographic
hash functions with different digest sizes from 128 bits to 512 bits e.g. SHA family MDS5,
BLAKE, etc.

1.3.6. Random number generators

Generating random numbers is essential for cryptographic operations. Producing and using
random numbers is always critical for a cryptographic algorithm. In particular, generating
truly random numbers is problematic and as far as we know that there is not any mechanism
to prove the true randomness. The generated true random numbers are only the numbers

that can pass the known randomness tests.

There are two types of random number generator: pseudo-random number generator (PRNG)
and truly random number generator (TRNG). TRNG is an algorithm that generates random
numbers from a natural source of randomness. PRNG, also known as deterministic ran-
dom number generator (DRNG), is an algorithm for generating random numbers with a
provided initial value called a seed. The output of the PRNG is called a pseudo-random bit
sequence. The output of a PRNG is much longer than the length of the seed. In addition
to this, the output of a PRNG seems to be random because it has to be statistically indis-
tinguishable from random values and it is assumed to be unpredictable when its seed is not

known.
Two general conditions are required from the security perceptive for a pseudorandom ran-
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dom generator: (i) the output of a PRNG should be statistically indistinguishable from
truly random sequences, (ii) the next output of the sequence should be unpredictable to
an adversary with limited computational resources. Theoretically, the next output can be
predictable with a negligible probability such as 2780, In fact, the minimum security re-
quirement is that the length of the random seed has to be sufficiently large (s-bit) to be
infeasible for the adversary to search over a 2° sized space (s is called the security param-

eter). In other words, the complexity of that attack is 2°.

It is impossible to prove that the output of an RNG is random but there are various sta-
tistical tests that measure the quality of an RNG. This is accomplished by taking sample
output sequences and apply the tests. The tests are probabilistic so they determine whether
the samples look like a truly random sequence or not. If the generator fails, the output is
regarded to be non-random. On the other hand, if an RNG passes all the tests, it is not
rejected as being non-random. The five basic tests are (i) frequency test (mono bit test),
(i1) serial test (two-bit test), (iii) poker test, (iv) runs test, (v) auto-correlation test [53]. De-
tailed information about tests, generators, algorithms, and definitions are presented in [S3].
Moreover, some institutes, research centers, government agencies or organizations have
specified some criteria to control the randomness of RNGs. For instance, the German
Federal Office for Information Security has established several procedures for quality as-
sessment of RNGs [105]].

Computational Capabilities

Hashcat is the well-known fastest password recovery cracker [[106] and different versions
are available for Linux, OSX, and Windows. It also comes in two variants: CPU-based
(Hashcat password recovery tool) or GPU-based (oclHashcat, accelerated tool). oclHash-
cat is a GPU-based multi-hash cracker using a brute-force attack (implemented as a mask
attack), combinator attack, dictionary attack, hybrid attack, mask attack, and rule-based
attack.

Table 1.2. Performance of oclHashcat

|HashType| PC1 | PC2 | PC3 | PC4 |

MD5 8581 Mh/s | 2753 Mh/s | 135232 Mh/s | 92672 Mh/s
SHAI 3037 Mh/s | 655 Mh/s | 42408 Mh/s | 31552 Mh/s
SHA256 | 1122 Mh/s | 355 Mh/s | 16904 Mh/s | 12288 Mh/s
SHAS512 | 414 Mh/s | 104 Mh/s 5240 Mh/s 4552 Mh/s

The performance of oclHashcat in different operating systems (PC1, PC2,PC3 and PC4) for
MDS5, SHA1, SHA256, SHAS12 is depicted in Table [106]], where PC1: Windows 7, 32
bit Catalyst 14.9 1x AMD hd7970 1000MHz core clock oclHashcat v1.35, PC2: Windows
7, 64 bit ForceWare 347.52 1x NVidia gtx580 stock core clock oclHashcat v1.35, PC3:
Ubuntu 14.04, 64 bit ForceWare 346.29 8x NVidia Titan Xstock core clockoclHashcat
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v1.36 and PC4: Ubuntu 14.04, 64 bit Catalyst 14.9 8x AMD R9 290X stock core clock
oclHashcat v1.35.

It is seen that PC3 can do 135232 Mh/s against MD5, which approximately accounts to 135
million tries per millisecond. Hence, if the same computer is used for exhaustive search,
less than 32 ms will be required to find the result matching the output of 32-bit PRNG.
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2. RELATED WORK

In this chapter, we give an overview of the existing RFID privacy models, ECC based RFID

authentication protocols, and RNGs used in RFID protocols.
2.1. RFID Privacy Models

Privacy models are proposed as a base for analyzing the security and privacy of authen-
tication protocols in a methodological manner. For this purpose, the privacy models for-
mally define some properties such as RFID schemes, security and privacy prerequisites of
the schemes and abilities of an adversary. In this context, Avoine et al. has published a
framework to formalize privacy in RFID protocols in 2005 [107]. Avoine also extended
the previous model in his thesis [25]. Then, Juels and Weis modified Avoine’s model by
adding a side channel information attribute [26]. Furthermore, different model definitions
were provided in [108,109]. Although there were several other attempts to design useful,
proper and complete privacy model to represent and analyze RFID systems, the models
did not consider all, or miss some important adversary properties (corruption, using side
channel information, etc.) and they did not appropriately model an RFID scheme in terms
of authentication, identification, protocol execution, etc. However, in 2007, Vaudenay
has proposed a well-designed and relatively complete privacy model that has been quite
popular among many protocol designers [27]]. In time, several researchers have improved

Vaudenay’s model [29,[3234] for which more detail is provided below.

In 2010, Avoine et al. [29] introduced the notion of time and formalized it by modifying
Vaudenay’s model with a new privacy class called TIMEFUL privacy. They show that
an adversary can trace an RFID tag by only following the time that a reader has taken to
authenticate the tag. According to their model, an adversary can call timer oracle to learn
the spent time for its overall computations during authentication and can distinguish the
tag. They stated that if an RFID protocol is TIMEFUL-private, an adversary cannot obtain

anything about the tag identity using time information.

In 2011, Akgiin et al. [32]] defined the notion of forward untraceability by extending Vau-
denay’s model. In their model, they emphasized the relay of valuable information on each
communication round of the protocol and they claim that Vaudenay’s model does not repre-
sent real-world settings because an adversary can miss some communication rounds due to
some reason such as low signal to noise ratio. They applied their revised model to analyze
some existing RFID protocols and showed that the schemes are not resistant to forward

untraceability and server impersonation as claimed.
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In 2014, Kardas et al. [33]] improved Vaudenay’s model by claiming that an adversary has
the capability to corrupt a tag at most k times. Hence, they introduced k-strong privacy
that is an extension of the privacy classes of Vaudenay’s model and is positioned between

strong privacy and destructive privacy.

Hermans et al. [34]] modified Vaudenay’s model by introducing insider privacy notion based
on the insider attack that is first discussed for RFID schemes by Deursen et al. [59]. They
analyzed some existing RFID protocols to show the applicability of their model. More-
over, they propose a new RFID authentication protocol that provides wide-forward-insider

privacy.
2.2. ECC Based RFID Authentication Protocols

This section introduces previous works in ECC based RFID authentication protocols and
outlines the contributions of this thesis. To solve the various security and privacy problems
in RFID systems, countless RFID protocols have been published. A recent comprehensive
survey of related work about these protocols is provided in Avoine’s RFID Security and
Privacy Lounge [15]. Among all researchers that used public-key cryptography (PKC),
nearly all preferred ECC-based protocols because of their ability to provide stronger secu-

rity with smaller key sizes, as well as lighter and efficient computations.

In 2005, Wolkerstorfer [69] asserts that ECC implementation in RFID tags was suitable.
In 2006, Tulys and Batina [70] firstly propose an ECC-based RFID identification scheme
using the Schnorr identification protocol [110] by referring to the conclusion of Wolker-
storfer’s work. They claim that their scheme is secure against cloning attacks. But, the
implementation of this protocol is caused by security and privacy vulnerabilities. In the
interactive phase, an adversary can obtain the information to calculate the ID-verifier and
she can track the tag. The protocol has also a scalability problem. In the authentication
phase, the verifier has to search the many public keys for each tag. Moreover, this protocol

does not provide mutual authentication and anonymity [[111].

Later, Batina et al. [22] propose a new scheme by applying Okamoto’s identification proto-
col [112] to improve security and privacy. They also aim to discuss the feasibility of ECC
based RFID identification protocols and present the implementation of Okamoto’s proto-
col as an example. However, Batina et al.’s protocol does not solve the security, privacy
and efficiency issues [113]]. The adversary still can obtain the ID-verifier and track the
tag. In addition, the forward privacy is not provided in Batina et al.’s scheme similar to the

situations in [70].

Lee et al. [111] show the weaknesses of Schnorr’s and Okamoto’s identification problems
and propose a new RFID authentication protocol named EC-RAC using ECC to mitigate
the security and privacy flaws mentioned above. But it is shown that this protocol has
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security and privacy issues, and is vulnerable to tracking attack, MiTM attack, algebraic

attacks, etc. [23}]114-117]. Similarly, the protocol provides only one-way authentication.

In 2009, Lee et al. [[118]] revise the EC-RAC protocol [111]] and propose six different RFID
authentication protocols by expanding the EC-RAC protocol. They state that their pro-
tocols are secure against common attacks, but each protocol provides different security
properties. In 2010, Lee et al. [116]] address the existing vulnerabilities of EC-RAC proto-
cols and present a new efficient searching scheme for the RFID reader so as to query for a

specific tag while protecting the tag’s privacy.

In 2011, Zhang [119] et al. present an ECC-based randomized key RFID authentication
protocol to improve EC-RAC and Schnorr protocols to defeat their weaknesses. The pro-
posal focuses on finding a way to solve the tracking attack effectively. However, this
scheme is defenseless to active-tracking attack. Furthermore, updating tag information in-
creases the computation complexity of the back-end server and causes scalability problems
in this scheme. It also lacks mutual authentication [120]]. Lv et al. [117], in 2012, show
the weaknesses of EC-RAC protocols and propose three ECC-based RFID protocols which
are the revision of EC-RAC protocols to overcome tracking attack. Later, An et al. [121]

demonstrate that Lv et al.’s protocols are not secure against MiTM attack.

In 2014, Liao and Hsiao [73]] present an ECC-based RFID authentication scheme to satisfy
the essential requirements of RFID systems including mutual authentication, anonymity,
forward privacy, confidentiality, and scalability. But, it is shown that this scheme is inad-
equate in terms of computational cost and memory storage [[120,|122-124]. Zhao [125]]
proposes a new protocol and shows that Liao and Hsiao’s protocol suffers from the key
compromise attack in which the adversary can obtain the private key stored in the tag. It
is shown that Liao and Hsiao’s protocol does not achieve any security and privacy prop-
erties in [126]]. Chien [120] also proves that Liao and Hsiao’s protocol is vulnerable to
active tracking attack. Zhao’s scheme does not provide tag anonymity, location privacy,

data integrity, backward and forward privacy [39,40, 127].

Later, Chou [113]], in 2014, designs a new and efficient RFID mutual authentication pro-
tocol based on ECC. Unfortunately, this scheme is defenseless against tag impersonation,
cloning, and tracking attacks and it also does not satisfy tag anonymity, forward privacy
and mutual authentication [40,128//129]]. Zhang and Qi [129] point out that Chou’s scheme
does not provide tag information, backward and forward privacy. They also propose an
enhanced new RFID scheme based on Chou’s protocol to overcome the vulnerabilities of
his scheme. But, it is shown that Zhang and Qi’s scheme does not provide location privacy,
backward and forward privacy [39,40]. In the same year, He et al. [123] propose a new
ECC RFID scheme that integrated with an ID verifier transfer. However, Jin et al. [130]

state that He et al.’s scheme is not resistant to various attacks such as tag impersonation,
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server spoofing, replay, DoS, etc. On the other hand, in 2015, He and Zeadally [49]] present
a detailed survey of ECC based RFID authentication protocols up to that date.

In 2016, Farash et al. [[124] demonstrate the security and privacy vulnerabilities of [[73,/113,
125,|129]’s schemes. In fact, it is shown that none of them provide forward privacy and
provable security. Farash et al. also compare their performance and propose an efficient
RFID authentication scheme to improve the security and privacy of previous protocols.
However, their protocol does not fulfill tag anonymity and location privacy [39]. Jin et
al. [[131] present an RFID mutual authentication scheme based on ECC to enhance patient
privacy while achieving security requirements and overcoming various existing attacks.
But, it is shown that their scheme does not provide data integrity and is vulnerable to key

compromise problem [45]127]].

In 2017, Chien [120] shows the attacks on [73,|119]]’s schemes and proposes a new ECC-
based RFID mutual authentication to defeat the security weaknesses. In the same year,
Benssalah et al. [[39]] propose a secure RFID authentication scheme (we call BDD17) based
on elliptic curve message recovery (ECMR) signature to provide significant security fea-
tures and better performance compared to famous authentication protocols based on ECC
in the RFID literature. They analyze their design using a formal security analysis with a
random oracle model and claim that their protocol is provably secure. Besides, they im-
plement ECMR in FPGA and validate its practical feasibility. However, it is shown in this

thesis that BDD17 scheme does not provide forward and backward privacy.

In 2017, Ibrahim and Dalkili¢ [40]] propose an authentication scheme (we call ID17) for
RFID tags based on both symmetric and asymmetric cryptographic algorithms such as ECC
and advanced encryption standard (AES). They claimed that their protocol design is secure,
private and provides mutual authentication only in two steps. Moreover, they implement
their protocol in the wireless identification and sensing platform (WISPS5) and present the
performance results. However, it is shown again in this thesis that their proposal does not

provide forward and backward privacy.

In 2018, Alexander et al. [[127] present a survey of the most promising ECC based RFID au-
thentication protocols proposing a different methodology to evaluate recent RFID schemes.
They develop a ranking method to compare several RFID protocols in terms of performance
and security properties. However, in their evaluation, all ranking points in each category
are equal. In other words, different ranks in different categories are weighted the same
value. For instance, if a scheme is vulnerable to an attack (i.e. impersonation attack),
it loses only a point and is classified into appropriate rank order. We do not agree with
their evaluation because we think that firstly security and performance of a scheme should
be evaluated separately, and secondly ranking the security properties or performance of a

scheme is not the proper approach to compare RFID protocols because it is hard to grade a
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certain security property among the others. Besides, Alexander et al. claim that Dinarvand
and Barati’s [45] scheme (we call DB17) provides all security and privacy requirements.

But, we show that their scheme grade security does not provide backward privacy.

Very recently, in 2018, Liu et al. [46] propose a novel ECC based RFID authentication
protocol (we call LZKZ18) establishing a key negotiation mechanism. They claim that
their protocol design has higher security and privacy. However, it is shown in this thesis

that their scheme does not achieve forward and backward privacy.
2.3. RNGs Used In RFID Protocols

The use of RNGs has become the key function in most private and secure light- weight
RFID protocols for low cost RFID tags. Low cost RFID tags have approximately SK-10K
gates and only 0.4K-4K gates can be dedicated to security operations [132]. Furthermore,
designers are also restricted with the time that is required by a tag while generating a ran-
dom number because RFID readers should be able to read a bunch of tags in a certain
amount of time. Many publications have been presented to design and use RNGs in low
cost RFID tags. Melia-Segui et al. have presented a lightweight PRNG design for low-
cost passive RFID tags, called J3Gen in 2013 [133]]. J3Gen is based on an LFSR (Linear
Feedback Shift Register) configured with multiple feedback polynomials that are changed
during the generation of sequences by a physical source. They have demonstrated that their
most efficient J3Gen design, that has a 32-bit LFSR output with 16-bit feedback polynomi-
als, requires around 1.2K logic gate equivalence (GE). Peinado et al. [35]] analyzed J3Gen
and they claimed that there are two possible cryptanalytic attacks on J3Gen. In March
2015, Garcia-Alfaro et al. [[134] showed that Peinado et al.’s assumptions are incorrect and
their attack against J3Gen is not valid. At this point, although Garcia-Alfaro et al. fend off
the attack on J3Gen, the literature is still waiting for objections to J3Gen is PRNG.

Peris et al. proposed a PRNG, named LAMED, for low cost RFID tags compliant with the
EPC C1G2 standard in 2009 [[132]. They claimed that LAMED successfully passes several
randomness tests. LAMED requires roughly 1.6K gates and 1.9 ms to generate a 32-bit

random number.

Melia-Segui et al. [36] presented a practical attack on a weak PRNG proposed by Che et
al. [[135]] designed for EPC Gen?2 tags. Che et al. proposed an LFSR based PRNG with the
combination of thermal noise signal modulation. Melia-Segui et al. obtained the feedback
polynomial function of the LFSR that they could predict its generated sequences. They
showed that an adversary can reach the PRNG configuration with a confidence of 42% by
only eavesdropping 128 bits of PRNG data.

In 2008, Garcia et al. [37]] have shown that the PRNG used in the MIFARE Classic chip

has vulnerabilities.
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In 2014, Armknecht et al. [12] have pointed out that ensuring a sufficient level of entropy
for RNGs is still a difficult task. They said that different experts from industry who pro-
vided the information, all agree stated that generating more than 128 true random bits per
authentication on an RFID tag in the price range of $0.05-$0.10 seems currently improba-
ble.

The EPC C1G2 (Class-1 Gen-2) RFID standard was proposed and adopted by EPCglobal
in 2004. In 2006, it was published as an amendment to the ISO 18000-6 standard for
low-cost lightweight UHF RFID tags. The new version of standards has been recently
ratified in 2013 with some optional cryptographic properties [66,/136]. According to the
recent standard, a tag generates 16-bit pseudo-random numbers (RN16) using the RNG.
The RNG shall meet three randomness criteria: probability of a single RN16, probability
of simultaneously identical sequences and probability of predicting an RN16. Although
these requirements may be more stringent, a brute-force attack can be applied to reveal the
random numbers because lightweight low-cost RFID tags are able to use 32-bit output of
PRNG which is a weakness. If an adversary eavesdrops the messages between the reader
and the RFID tag, then a brute-force attack or a time-memory trade-off attack can be used

to reveal the secrets of a victim tag.

RNGs are implemented by electronic circuits and their randomness quality can be affected
by various factors such as seed entropy, aging, environmental effects (such as temperature,
humidity, pressure, vibration, electromagnetic field, chemicals, etc.). As a result, biased

RNGs cause irretrievable weaknesses.

Bayon et al. [38] demonstrated a practical attack ring oscillator (RO) based TRNG by
injecting an EM signal and they also mention previous work about another practical assault
to RO based TRNGs by injecting a sine wave signal onto the power pad of the device. Both
attacks showed that it is possible to dynamically control the bias of the TRNG output.

In [53]], the authors claimed that randomness and size of key generation help to eliminate
the advantages of adversaries. Then, they gave an example using Data Encryption Standart
(DES) encryption algorithm has 2°® key space size. In this case, when a secret key is

selected by using a TRNG, an adversary has to try on average 2°°

possible searches to find
the correct key. On the other hand, if the encryption key was selected by using a 16-bit
random secret and expanding it into with a 56-bit key by using well-known functions the

adversary would need to try on average only 2! possible keys to find the correct one.

In [[137]], the authors presented a detailed survey paper about random number generators.
They compared different types of PRNGs and TRNGs. They also criticized about real
randomness, theoretic and practical RNG approaches. They stated that most researchers

chose the minimume-action strategy: design a TRNG, obtain at least one random number
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sequence that passes a chosen set of randomness tests and publish. However, this does
not mean that the corresponding TRNGs have a really good randomness quality because
small variations in hardware can weaken them. Hence, a theoretical design cannot pro-
ceed towards a product without a detailed investigation of hardware and without extensive
randomness proof. Furthermore, Barak, Shaltiel and Tomer [138] proposed an extractor
functions to make RNGs robust against aging, temperature changes, etc. Moreover, they

presented a couple of weak RNGs caused by hardware imperfections.
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3. TOWARDS A MORE MATURE RFID PRIVACY MODEL

In this chapter, the proposed modified version of the well-known Vaudenay’s privacy model
[27] is introduced before the analysis of privacy aspects of RFID schemes. In the context of
our model, the adversary abilities which includes the proposed RANDOMEYE adversary
class are presented. Finally, we also apply our new model to two popular existing RFID

schemes to provide their security and privacy analysis.

An RFID system is basically composed of three entities: a tag 7, a reader R and a back-
end system/database DB. A tag T is interrogated by a reader R and the reader identi-
fies/authenticates 7" by using a unique identifier of the tag /D (in this article it is sometimes
denoted as /D7 to improve the readability). DB stores all identifiers and secret keys of valid
tags. R communicates with both 7"and DB and provides a link between them. DB might be
considered as a part of the reader. Moreover, T has restricted memory and computational
capacities and can communicate with R for a limited distance. We assume that R is much
more talented than the tag which is the common case [29]. An adversary Adv can corrupt a
tag and use its internal secrets against the system but she cannot corrupt R. We also assume
that the communications between R and DB is protected by a secure channel such as Secure
Sockets Layer (SSL)/Transport Layer Security (TLS).

3.1. Definitions of RFID Scheme

An RFID system is defined by the following procedures.

— SETUPREADER(1%) — (Kp,Kjy) is a setup algorithm that generates a public-private
key pair (Kp, Ky) for the reader R where « is the security parameter, and then initializes
an empty database DB to store all identifiers and secret keys of all tags. Although K is
kept secretly in the DB with the security parameter @; K), is publicly released.

— SETUPTAG(K),,ID) — (K, S) is a probabilistic algorithm which returns a tag secret K
and the initial state S of a tag 7 with the input identifier /D. When T is legitimate, the
pair (ID, K) is to be stored in the database DB.

— IDENT— Output is an interaction protocol between a tag T and the reader R to complete
the protocol transcripts. At the end of the protocol, if T is legitimate, R accepts the tag
(R identifies T ) and outputs its identifier Output=ID, otherwise (i.e. if it is not valid) R

refuses 7T and outputs L.
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3.2. Definitions of the Oracles

An adversary Adv against an RFID scheme acts as an honest reader and/or an honest tag to
attack the system. We assume that there is only one legitimate reader R in the RFID system
and both valid readers and tags of the system have no prior information about the entity
that is interacting with themselves. We also suppose that each experiment always starts
with executing the algorithm SETUPREADER thus, K),, Ky and 1% are already generated.
We consider that K, and 1% are already available to Adv but Kj is kept secret because R
cannot be corrupted. Furthermore, we assume that there are no tags in the system at the
beginning of each experiment and Adv is allowed to call &¢"*¥¢T48 oracle to add new tags

to the system.

According to Vaudenay’s model [27], a tag is considered as either a free tag or a drawn tag.
Drawn tags are the set of tags that Adv has visual contact and communicates Adv cannot
interact with initially free tags. When Adv calls the &¢™#¢T48 oracle, she generates a new
tag whose status is free. The following oracles are used by the adversary Adv to interact
with the RFID system. First of all, Adv setups a new tag of identifier /D.

— ¢oCreaeTag (Ip p): Tt creates a free tag T with a unique identifier /D using SETUPTAG. T
is legitimate when b = 1, otherwise b = 0 and 7 is not valid. It also inserts (ID,K) into

DB. b is implicitly 1 when neglected.

Then, the adversary may change the status of the tag from free to drawn by calling the

following oracle.

— 0P vTas (distr,n) —(yr,,by,- .., ¥r,,by): It randomly selects n free tags among all
existing ones with distribution probability of the given distr. The oracle assigns a new
pseudonym, yr; for each tag and changes their status to drawn. Hence, the oracle returns
an array of fresh pseudonyms (yr,, Yr,,...,...,yr,) of the tags (yr, is the pseudonym
of the n'" tag). The pseudonyms are always changed from session to session so that the
adversary may interact to drawn tags for only one single session. The relations (yr;,ID;
) are stored in a hidden table bl such that tbl (yr;) = ID;. This oracle also returns a
bit array (by,bs...,...,b,) where b; of the i’ tag shows whether it is legitimate or not.
Furthermore, the oracle may return _L if the querying tags are already drawn or there are

no existing tags.

When the tag is drawn, the adversary is only able to interact to the tag with pseudonym
yr. Yt is defined as a temporary identifier of a tag and used for pointing to the tag anony-

mously. In this case the following oracles can be called.

— O (yr) : This oracle changes the state of tag T that is represented by the pseudonym
yr from drawn to free. Afterwards, Adv is no longer able to interact with 7. The secret
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key of the tag with the pseudonym yr is denoted as key [yr]. The adversary can corrupt
the drawn tags by using the following oracle and obtain the internal values of the tag

including its secret key.

— 0Cormut (yr)— S @ S is the whole memory of Wr. Adv obtains the key [w7]. Eventually,
the tag T with the pseudonym y7 is destroyed and Adv cannot interact to 7" anymore.

— ¢launch (Y5 1 : This makes the reader R start a new IDENT protocol with transcript 7.

— @SendReader (1 )5 m' : This sends the message m to the reader R in the protocol tran-

script 7 with outputs the response m’.

— 0%erdTag (m m)— m' : This sends the message m to T and outputs the response m'. Also,
Adv asks for the reader’s result of the protocol transcript . The adversary can use the
corresponding oracle to change the state of the tag so she can start to interact with the
tag change, the state to drawn or she can free the tag (after which she communicate).

anymore.

— OFxecute (yr)— (r,transcript) : This executes a complete protocol between the reader
and the tag with pseudonym yr. It returns the transcript of the protocol instance that is

the list of all successive messages of the protocol.

— OResull (g)— x : This returns x = 1 when 7 completes successfully after the IDENT
returns Output # 1 which means that the tag 7 is identified. Otherwise, if T is not

identified and Output = 1, this oracle returns x =0 .

Finally, we introduce a new oracle called RNG oracle, ORNG as follows. The adversary
Adpv is allowed to obtain the results of the RNG bit string used in the protocol by a tag T by
querying the following oracle. For simple explanation, 7; denotes the ' protocol instance,
s; is the corruption state of the RNG of a tag T for the i protocol instance. If s; = 0, Adv
does not corrupt 7 but if s; = 1, she corrupts T and captures the key [yr] for the protocol
instance ;. The array of (7;, s;) values is denoted by 0, == {(s1,71), (52, M) ;.- -, (S, ) }
and 0y defines the sufficient number of n tuples where each tuple includes the protocol

transcript and tag corruption information.

— O®NG (0, yr)— (RNG1,RNG;...,RNG;,...,RNG,): This outputs the set of the RNG
bit string used on the tag 7" with the unique identifier /Dy for each protocol instance 7;
and the state s;. The oracle returns L for any protocol instance 7;, when the RNG used

in this instance cannot be obtained.

Adv performs her attack by running an experiment or playing a game and obeying the
corresponding rules. Firstly, she constructs an RFID system and uses the oracles and gets

a result. She wins or looses depending on the corresponding rules.
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3.3. Definition of the Adversary Classes

We define different adversary classes for playing security games. The definition includes

Vaudenay’s model [27] and our own novel adversary class.

Definition 13 (Adversary Classes). An adversary Adv against an RFID system who has an
arbitrary number of accesses to the above oracles except the &*NG oracle is regarded to be

in one of the following classes.

STRONG Adyv uses all oracles without any restrictions.

— DESTRUCTIVE Adv cannot use an oracle against a tag after using & oracle ( i.e.
the tag has been killed).

FORWARD Adv can only use &'C°""" oracle after her first call to this oracle.

WEAK Ady uses all oracles except &¢C°""P" oracle

NARROW Ady has no access to &Result gracle.

RANDOMEYE Ady can access the RNG oracle #%VG | and extracts the random num-

ber(s) used in a tag. This is a novel class introduced in this thesis.

3.4. Security in Formal Analysis

Some security properties of an RFID system such as completeness and soundness are vis-

ited below.

Definition 14 (Completeness). An RFID system is complete if the reader R of the system
returns the tag identifier ID at the end of the protocol (IDENT) for a legitimate tag 7" with
very high probability.

Definition 15 (Strong Completeness). An RFID system is complete if the reader R of the
system returns the tag identifier /D at the end of the protocol (IDENT) for a legitimate tag
T with very high probability although the RFID scheme has been already attacked.

According to Vaudenay’s model, security is a vital property and should be withheld against
every attack by the strongest adversary. But it is obvious that the security of a scheme is
violated when tag impersonation occurred if the adversary uses C°""" oracle. Hence, the

ﬁC orrupt

model permits an adversary to use all oracles except the oracle.

Definition 16 (Soundness). An RFID system is said sound if an adversary Adv imperson-

ates a legitimate tag T with negligible probability [29].
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3.5. Privacy in Formal Analysis

Vaudenay defines a privacy notion that is the deducing ability of an adversary to obtain the
ID relations of a tag from its protocol instances. He explains anonymity and untraceability
properties under the privacy notion in that one is about unveiling the ID of tags and the

other is about indistinguishability of any two tags, respectively [27].

In the RFID literature, there are two types of untraceability notions: ’forward untraceabil-
ity” and ’backward untraceability”. If an RFID system provides the forward untraceability
feature, an adversary Adv who compromises a legitimate tag at a time ¢, cannot trace the fu-
ture interactions of the tag, t > ¢. If an RFID system provides the backward untraceability
feature, Adv cannot trace past interactions of the tag, t' < ¢. The backward untraceability
property is also referred to as forward privacy or forward secrecy and this notion is more

important than forward untraceability for real-life scenarios.

Vaudenay also considers the privacy of the RFID system based on the adversary classes in

Definition [I3] In his model, he presents a blinded adversary called blinder B.

Definition 17 (Blinder, trivial adversary). A blinder B for an adversary Adv is a poly-
nomial time algorithm that observes the same messages as Adv and simulates LAUNCH,
SENDTAG, SENDREADER, and RESULT oracles without having access to the secret keys
nor the database of the system. The adversary Adv uses all outputs of the oracles. A blinded
adversary AdvP is an adversary who never uses LAUNCH, SENDREADER, SENDTAG, and
RESULT oracles. An adversary Adv is said to be trivial if there exists a blinded adversary
AdvB such that | Prob[Adv wins] — Prob[Adv? wins] | is negligible.

If the success probability of the simulator and the blind adversary is nearly the same, this
means that the blind adversary has attack ability at least as high as the simulator of the
system (except using the secret keys). Hence, the authentication and identification of a tag
can be considered private. Vaudenay says that an adversary accomplishes his attack (plays
a security game) into two phases. In the first phase, she queries the allowed oracles and
collects the outputs. In the second phase, she analyses the obtained results without using
any oracle. Between the two phases, she also has access to the hidden table ¢bl of the

oPrawTag oracle. If she outputs true from her analysis, then she wins the game.

Definition 18 (Privacy). An RFID system is P-private if all the adversaries who belong to
class P are trivial following Definition [17|[27].

The following well-known links (see Figure[3.T)) between Vaudenay’s privacy classes which

are rather obvious by definition.

Vaudenay also defines an untraceability property related to the notion of privacy. He says

that only a STRONG adversary can break the forward untraceability of an RFID scheme
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since she can call other oracles after corrupting the tag. Vaudenay also shows in his thesis

that the ultimate privacy level for RFID systems can be ensured by using PKC [27].

STRONG = DESTRUCTIVE = FORWARD = WEAK

¥ I ¥ I
NARROW-STRONG = NARROW-DESTRUCTIVE = NARROW-FORWARD = NARROW-WEAK

Figure 3.1. The relationship between privacy classes

3.6. The Proposed RANDOMEYE Adversary Class

Now we are ready to explain our RANDOMEYE adversary class and its relationship to
the other adversary classes. The RANDOMEYE adversary class formalizes the weakness
and/or misuse of random number generators for real-life RFID systems. Tangibly, an ad-

versary Adv that can query the &RNG

oracle, might learn the random numbers used in the
authentication protocol. If Adv cannot infer the /D of the tag by using this information, we
consider that the protocol is RANDOMEYE private. Hence Vaudenay’s original adversary
classes are not complete and the relationship between them has changed with the newly in-
troduced class. Therefore, we give the new link (depicted in Figure [3.2)) for the STRONG

class for clear comprehensibility:

RANDOMEYE-STRONG == STRONG

¢ ¥
NARROW-RANDOMEYE-STRONG —> NARROW-STRONG

Figure 3.2. The relationship of RANDOMEYE with STRONG

3.7. Case Studies

In this section, we consider two popular existing RFID schemes to apply our new model
and provide analysis. We first briefly introduce Song and Mitchell’s and Akgiin et al.’s
schemes. Then, we explain how an adversary attacks and break the schemes step by step.
Our analysis further shows that the schemes do not provide security and privacy properties
with respect to the presented weakness. Hence, according to our improved model, the
protocols are not RANDOMEYE private.

3.7.1. First study example: Song and Mitchell’s protocol

Firstly, we investigate the scheme designed by Song and Mitchell (SM) [139] to provide
private and secure authentication between low cost RFID tags. Their protocol is depicted

below.

In this protocol, the reader generates a nonce r; and sends it to the tag to start the protocol.
The tag receives the nonce and generates a random bit string, r, as a temporary secret for
the protocol instance. The tag computes M| = r| &tid; and My = fi;4. (r1 ©r2). Then, the
tag sends M| and M, to the reader. The reader evaluates and searches its database by using
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M, M, and r;. If the reader does not find any match, it will stop the session. In case of
a successful match, the reader authenticates the tag and updates the tag information which
is (u;),;y and (tid;),;;. Then it computes M3 = u; & (rp > 1/2) and sends M3 message to
the tag. The tag computes u; using M3 and checks that % (u;) = #;. If a match is obtained,
the tag authenticates the reader and updates its #; and ¢; values. Otherwise, the tag does not

update the current values. This process is shown in Figure [3.3]

We prove below that a RANDOMEYE adversary can trace a tag in this protocol without

corrupting it.
Theorem 3.7.1 The SM protocol does not ensure the RANDOMEYE-WEAK privacy.
Proof 3.7.1 An adversary Adv can perform the following attack.

1. Adv creates two legitimate tags by using &C"°¥¢1%8(tid, 1) and 07748 (tid,, 1) ora-
cles. Then, Adv draws two tags from the system by calling ¢P7"7a8 (%,2) oracle and
obtains two pseudonyms 77 and 7>. At this point, Adv does not know tid; and tid; that

are the identifiers of the 77 and T, tags respectively.
2. Adv calls 0F*¢u¢ (T\) and gets 8, = (0, ;) for T.

3. Then, Adv requests &®NC [0, T ] and obtains (RN G, 1) for T}. For this protocol RNG|

ﬁRN G

is equal to the random bit strings r, generated by the tag, 7. oracle performs the

following procedures:

3.1 It generates all possible random strings for r, with respect to the seed of the RNG used
in the tag. Lets call the list R = [r%,r%, s T ...r|2K|] where |K]| is the entropy of the
seed.

3.2 It has the list of all the possible X = [tidll,tid%, ...,tid{, ...tid‘qu values by computing

X = M & R because M is obtained within the protocol instance.

3.3 Then, it does the exhaustive search to check for the M, messages with computing
fx (ri ®R). Finding M, = fM169 ” <r1 @ ré) , Adv obtains r, that is equal to ré.

4. Adv obtains the tid; for tag T} computing M| & r, and updates the internal values of the

tag according to the protocol procedure. Therefore, Adv has the tid, ) value of T}.

5. Ady performs step 2, step 3 and step 4 for the 7> tag. Adv updates the internal values of
the tag and gets the tid; ;) value of T.

6. Adv frees both tags with request 077 (T) and &7 (T), then she reaffects only one

of them using 627748 (1 1). She obtains a new T3.
7. Adv performs step 2, step 3 and step 4 for the 73 tag and obtains tid3.

8. Then Adv compares tid3 with tid| ) and tid) e
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9. If tids = tid)(new), Adv claims that T3 = T else she claims that 73 = T5.

The success probability of this adversary is equal to 1. Therefore, it is clear that Song and
Mitchell’s Protocol is not RANDOMEYE-WEAK private.

Reader Tag T;
[(t3, i)y (3, ily) 1, D] [rid]
ri €x {0,1} ry r€r {0,1}
M, =tid;®r
My, M, M> = fig,(r1 @& r2)

Search for a value tid; for which
ry < My @tid; and
M; = fiig;, (r1 ©r2)
M3 =u;®(r,>1/2)

My
Ui(old) < Ui UMz @ (r, > 1/2)
tidi(old) < tid; h (u,-) 2 tid;
Ui(new) (w<l/d)et<l/4)BriBr tidi < h(u; <1/ (t <1/4)Dri®r)

tidi(new) «—h (ui(new))

Figure 3.3. Song and Mitchell’s protocol [139]

3.7.2. Second study example: AKkgiin et al.’s protocol

Akgiin et al. [44] introduced a new authentication protocol and claimed that it is the first
protocol that provides destructive privacy according to Vaudenay’s model with constant
identification time. This scheme is a simple challenge/response protocol enhanced with
Physically Unclonable Functions (PUFs) in order to achieve a higher level of privacy. This

scheme is shown in Figure[3.4]

This scheme has two phases. In the first phase, the system initializes itself. In this initial-
ization phase, a shared secret S is randomly generated for the back-end server. Two random
values, a and b are generated for each tag. Then each tag performs its own PUF P(.) to
calculate c = S@G P (a) & P (b). The back-end server stores all values [ID;,a;,b;, DATA;] for

each tag where DATA; contains the information about a tag 7;.

In the second phase called the authentication phase, the reader generates a random number
r1 and broadcasts it to the tag.

Secondly, a tag T; which receives the signal of the reader generates another random number
rp. The tag also computes M| = H (ry,r2,a;), My = H (rp,r1,1) ®ID; and h = H (r,1,2).
Then, it uses PUF to calculate k = P; (a;) ® r; and deletes the r, and P;(a;) values from
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the volatile memory. The tag updates k by computing k = k@ P; (b;) & ¢; and then P; (b;) is
deleted from the memory too. The tag transmits M, M, and k back to the reader.

Thirdly, the reader generates a new random number r3 and computes ry = S@® k, ID} =
M, & H (ry,r1,1). Then, the reader checks that the M; message is equal to H (r,r%,a;)
to authenticate the tag 7;. If the equality is confirmed, then the reader computes M3 =
H (H (r},1,2),r3,b;) and sends r3 and M3 to the tag T;.

Finally, the tag T; checks that the M3 message is equal to H (h,r3,b;) to authenticate the
reader. If equality is confirmed, the tag authenticates the reader too. Thus, mutual authen-

tication is accomplished and the protocol is terminated successfully.

Reader Tag T;
[S,IDi,ai,bi,DATAl’] [a,'_,,bl-,ci]
r1 €R {0,1}l g ) €ER {O,l}l

M, <—H(r1,r2,a,~)
Mz(—H(I’z,rl,l)EBIDi

h H(rz, 1,2)

k< Pi(a;)®r
delete P (a;) and rp
k%k@ﬂ(bi)@ci

delete P (b;)
My, M,k M, = fi(ri@©r2)

rse {0, 1}
ry < S®k
ID? <~ M, @H(V’Z,rl, 1)
if (My=H (ry,r),a))
M; %H(H(ré, 1,2),r3,b,-)
else
1
rs, My
if(M3 #H(h,l’3,b[>)
1

Figure 3.4. Akgiin et al.’s authentication protocol [44]

Akgiin et al. claimed that their protocol scheme provides destructive privacy according to
Vaudenays privacy and security model with constant time identification property. Their
protocol does not need key-updating mechanism on both, tags and back-end server. The
authors use the common secret S to identify a tag with O (1) time complexity. They base
the security and privacy of their protocol on the PUFs that are regarded to have robustness,
unclonability, unpredictability and tamper-evident properties [44]. We realized that there
is a RNG misuse in their protocol design. We can prove that their protocol is neither

destructive private nor secure. A RANDOMEYE adversary can trace the past and future
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transactions of the tag as proven below.

Theorem 3.7.2 Akgiin et al.’s protocol does not ensure the RANDOMEYE-WEAK pri-

vacy.
Proof 3.7.2 An adversary Adv can perform the following attack.

1. Adv creates two legitimate tags by using 0¢"#¢7%(IDy, 1) and 04748 (ID;, 1) ora-
cles. Then, Adv draws two tags from the system by calling ¢?"*7% (1,2) oracle and
obtains two pseudonyms 771 and 7>. At this point, Adv does not know /D and /D, that

are the identifiers of the T and T, tags respectively.
2. Adv calls 0F¥e (Ty) two times and gets 6; = {(0,7),(0,7)} for T;.

3. Then, Adv requests 0fNG [0, T|]. Adv obtains (RNG;) and (RNG,) respectively for
T;. For this protocol scheme, RNG; is equal to the random bit strings r, generated by

the tag, T, for the first protocol instance and RNG; is the secondly generated random

ﬁRN G

bit string r;. oracle performs the following procedures:

3.1 It generates all possible random strings for r, with respect to the seed of the RNG used
in the tag. Let’s call the list R = [r%, r%, W ...r‘ZKq where |K]| is the entropy of the
seed.

3.2 Ithas the list of all the possible X'= [ID% ,ID%, ...,ID{, ...,ID|1K‘] values by computing

X!'=M,@H (R,r,1) because M, and r| are obtained within the first protocol instance.

3.3 It has the second list of all the possible X? = [ID%,ID%, ...,ID{, ...,ID‘IK‘} values by
computing X2 = M, @ H (R,r{,1) because M, and r| are obtained within the second
protocol instance.

3.4 Then, it compares X! and X? and defines the identifier of the tag by finding the equal
bit string of each list.

3.5 Finally, it obtains the random bit string r, by using the corresponding identifier of the
tag ID; .

4. Adv obtains ID; for T) tag by computing M, & H (rp,r;, 1) using one of the protocol

instances.
5. Ady performs step 2, step 3 and step 4 for the 7, tag. Adv obtains ID; for T, .

6. Adv frees both tags with request 077 (T ) and "¢ (T,), then she re-affects only one
of them using ’P@w7ag (%, 1). She obtains a new 75.

7. Adv performs step 2, step 3 and step 4 for the 73 tag and obtains /Dj3.

8. Then Adv compares /D3 with ID and ID.
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9. If ID3 = ID, Adv claims that T3 = T else she claims that 753 = T5.

Therefore, if the adversary Adv captures the IDs, she can trace the past and future trans-
actions of the tags of the scheme using the unchanging /D. Hence, the scheme does not

provide forward and backward untraceability properties.

Theorem 3.7.3 Akgiin et al.’s protocol does not ensure the RANDOMEYE-DES TRUC-
TIVE privacy.

Proof 3.7.3 Akgiin et al.’s protocol does not provide WEAK privacy. Hence, it is not
DESTRUCTIVE private.

Theorem 3.7.4 Akgiin et al.’s scheme is not secure against RANDOMEYE adversary.

Proof 3.7.4 It is clearly seen that the Akgiin et al.’s scheme does not provide RANDOM-
WEAK privacy and a passive adversary is able to reveal the /D of a tag. Let an adversary
Adyv reveals the ID of a tag and consequently has the random bit strings ;. Adv also has
the k value obtained during eavesdropping to the protocol session where k = P; (a;) & ry &
P;(b;) @ c;. The shared secret S is generated as S = P, (a;) ® P; (b;) @ ¢; in the initialization
according to the protocol description. Thus, the adversary Adv obtains the shared secret
S by computing S= k @ rp. The scheme is no longer secure after the shared secret S is

obtained and the whole system can be broken by the adversary Adv.
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4. THE PROPOSED ECC BASED RFID AUTHENTICATION PROTOCOL

In this chapter, we first describe, analyze the recent ECC based RFID authentication pro-
tocols, and show their privacy vulnerabilities. Secondly, we present our proposed protocol
and its security-privacy analysis. Then, we introduce our simulation and implementation
environment where are theoretical and practical tests executed. Finally, we share our out-

comes and acquaint a comprehensive comparison.
4.1. Analysis of Previous Authentication Schemes

In this section, we first briefly introduce four recent and relatively popular RFID protocols,
namely ID17 [40], BDD17 [39]], DB17 [45] and LZKZ18 [46]. Then, we present that these

schemes do not ensure forward and/or backward privacy as they claimed.
4.1.1. Analysis of ID17 RFID authentication scheme
In this subsection, we first briefly describe ID17 [40] and then show our proposed attacks.

Protocol Description: ID17 scheme (illustrated in Figure {.1) includes two phases: a setup
phase and an authentication phase. In the setup phase, both reader and tag agree on elliptic
curve domain (EC) parameters a,b,q, P,n and h, where P is a base point. Then, the reader
randomly generates a private key k/r and computes the public pair k;e = k/rP. Similarly, the
tag randomly generates a private key k; and computes the public pair k/T = k;P. Finally,

both reader and tag share their public keys with each other.

In the authentication phase, the reader first randomly generates an ephemeral private key &,
and calculates its own ephemeral public key, where kg = k,-P. Then, the reader signs kg with
its private key k. using ECDSA. The signature of kg is (x,y), where (x,y) = ECDSA/ (kg).
After signing, the reader sends kg and its signature (x,y) to the tag. r

When the tag receives the messages of the reader (kg,x,y), the tag checks that (x,y) are
integers in the range [1,n — 1]. If not, the tag terminates the session. Else, it continues the
verification process and verifies kg using the public key of the reader k}r If the verification
is succeeded, the tag authenticates the reader. Otherwise, it rejects the session. In case of
authentication, the tag also randomly picks k; as an ephemeral private key and computes
its own ephemeral public key, k77 = k;P. Then, the tag signs k77 and gets the signature
pair (w,v) using ECDSA, where [w,v] = ECDSAk; (krr). After signing, the tag calculates
K7r = kikr as an ephemeral shared secret key. Later on, the tag encrypts its /D with K7g
and obtains message C, where C = AESk,,, (ID). The tag sends k77, w,v,C to the reader.
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Upon receiving the tag’s response, the reader also checks that w, v are integers in the range
[1,n—1]. If not, the reader drops the session. Else, the reader continues the verification
process and verifies k77. If the verification is succeeded, the reader also computes the
ephemeral shared secret key, where K7g = k.k77. The reader decrypts C using Krg and
obtains the /D of the tag. If the reader finds that the /D belongs to the tag registered in the

database, the tag is authenticated, too.

Reader Tag
a,b,q. P.n k. Ky Ky .., Pn. Ky ki Ky

Pick k, randomly as private key
kg = kP
Sing kg : (x,y) = ECDSAk/ (kR)

kg, x,y
—
Verify kg:
Check if x, y € [1,n—1]
If not, rejects the session.
(x’, y’) — ECDSA, (kr)
If signature verification is OK, reader is authenticated.
Else, rejects the session
Pick k; randomly as private key krr = kP
Sil’lg kTT: (W, v) = ECDSAk/r (kTT)
Krr = kikg = ki (kyP) = kik, P
C = AESk,, (ID)
kTT7 w,V, C
pLERRAR T
Veritying krr:
Checks if w, v € [1,n—1]
If not, rejects the session.
<w’,v’) = ECDSAy (krr)
If signature verification is OK, reader is authenticated.
Else, it rejects the session
Krr = keky =k (k:G) = kyki P
ID = AES; ! (C)
If ID = ID; tag is authenticated,;
otherwise, it rejects the session

Figure 4.1. ID17 RFID authentication scheme [40]

Proposed Attacks on the Protocol: The authors claim that their protocol (ID17) provides
forward and backward security but we prove that when an adversary corrupts a tag, she
can distinguish the tag among the others using its past and future transactions [40]. The
authors, in their analysis, state that an adversary cannot perform these attacks because
all the transmitted messages are updated for each protocol session. We show that their
design does not fulfill randomization in each session to prevent the untraceability since
the adversary can verify every signature of the tag if she obtains the private key of the tag
once. Therefore, the adversary can violate the backward and forward privacy. Formally,
the adversary plays the following games to show how to break the forward and backward

privacy properties.
Theorem 4.1.1 ID17 scheme does not provide backward privacy.

Proof 4.1.1 Let Adv be a STRONG adversary that plays a security game as below.
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1. Adv calls 0€°@¢Ta(IDy, 1) and 0C4¢T9€(IDy 1) to create two valid tags Ty and T,

respectively.

2. Adv randomly picks one tag 7; by querying &P ewTag (%, 1) oracle and gets a pseudonym
yr,, where i €g {0, 1}.

3. Adv chooses a time interval Iy. During Iy, she calls &“°""P" (yr.) and obtains the inter-

nal values of the tag with pseudonym yr,. These are a,b,q, P, n, h,k’TTi,kl(, ID;, ky .
4. Adv frees the tag by calling 07" (yr.) oracle.

5. Adv chooses another time interval 11, where I} > Iy. During I, Adv calls

gPrawTag (%, 2) oracle and receives two pseudonyms Y7z, and yr, .

6. Adv arbitrarily selects one of the drawn tags (e.g. Wr,) and calls &E*c4¢ (yr, ) oracle.

L L oL I ~h :
She gets le,xl Y ,kTTl, wi,vy,C| as aprotocol transcript.

7. Adv frees the tags by calling 077 (yr,) and 0F" (yr,) oracle.

8. Then, A tries to verify the signature (Wlll , v€‘> of the ephemeral public key k?Tl of the

tag with the pseudonym 7, by using the corrupted static key k/TTi of the tag.

9. If the signature is valid, she claims that i = 1 (i.e.yr, = yr,). Otherwise, she claims
thati =0 (i.e.l//Ti = l//TO).

Obviously, the success probability of this adversary is 1 and she wins the game. This means
that Adv can distinguish the future transactions of the tag. Therefore, this scheme does not

provide backward privacy.
Theorem 4.1.2 ID17 scheme does not provide forward privacy.
Proof 4.1.2 Let Adv be a STRONG adversary that plays a security game as below.

1. Adv calls ¢€7@T98(IDg, 1) and &C*¥°T%8(IDy, 1) to create two valid tags T and Ty,

respectively.

2. Advrandomly picks two tags by querying &P 74s (1 2) oracle and gets two pseudonyms

vr, and yr;.

3. Adv chooses a time interval Ip. During Iy, she arbitrarily selects one of the drawn tags
(e.g. wr,) and calls O (yr ) oracle. Then, Adv gets kggl ,zq‘), sll(’,kITOT1 ,gll0 ,h{O,C{O

as a protocol transcript for yr,.
4. Adv frees the tags by calling 077 (yr,) and &1 (yr,) oracle.

5. Adv chooses another time interval I, where 11 > Iy. During 1, Adv randomly chooses a

tag T; by calling oPr@vTas (%7 1) oracle and gets a pseudonym yr,, where i € {0, 1}.
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6. Adv calls €™ (yr.) oracle and gets a,b,q,P,n,h,k/TE,ktg,ID,- and ky
7. Adv frees the tag by calling 07 (yr,) oracle.

8. Then, Ady tries to verify the signature <w€°, v{°> of the ephemeral public key kITOTl of the
tag with the pseudonym yr, by using the corrupted static key k,TTi of the tag.

9. If the signature is valid, she claims that i = 1 (i.e.y7, = yr,). Otherwise, she claims

thati =0 (i.e.l//T[ = I[ITO).

The success probability of this adversary is 1 and she wins the game. This means that Adv
has stored some past transcripts. Then, when she obtains the internal values of the tag,
thereby she can verify the signature of the ephemeral public key and identify the tag using

a previous transcript. Therefore, this scheme does not provide forward privacy.

4.1.2. Analysis of BDD17 RFID authentication scheme

Tn this subsection, we first briefly describe the BDD17 [39] scheme and then show our

proposed attacks.

Protocol Description: BDD17 scheme shown in Figure has three phases: setup phase,
authentication phase, and update phase. In the setup phase, a trusted issuer generates
the system parameters < Zgs;, 1D, x1,,SIDj, Psm >, < Zps,,xg;,SIDj, Ps, Vi, Wi > and
< Zr,,Zy D7, RIDy , SID j, Xps;, Xk, , Py, m, IDs$ IDs7® > to be stored by all involved

entities (tags, readers and the back-end server, respectively).

In the mutual authentication and an updating phase, reader (R/) controls the user’s pass-
word and checks whether V,; = V,. If it is held, then R, generates a random number rg
and broadcast the request (rg,auth) to tag T;. When the tag receives the request, it signs
rg with a pre-shared message m and a random scalar k using elliptic curve message re-
covering signature algorithm (ECMR). Then, the tag responds with an anonymous identity

1Dy, and an ECMR signature (r,s). Upon receiving this response, the reader gets the

current timestamp 7, and computes the message V = h (xR., ||rRHT,1>. Then, the reader
sends r,s,rg,V, T}, ;IDy;. to BS;. BS; firstly checks the validity of the timestamp and au-
thenticates the reader checking the value V. BS; finds the related tag’s parameter using

IDy;. in O(1) time. Then, BS; recovers message m’ and verifies its validity by calculating

v=nh(r|rg) (Zg, + ((Zr;) .+ ID1;) P;) and (rR @m,) =r—((sG+ }/)xBSj)xmod (n).

If the signature is not correct, it rejects 7;. Otherwise, BS; server gets the current timestamp
T;, and performs the following calculations: 8 = ZR; + ((ZR;>X +RIDl./) P, r;- = Data;

+h (ry @ (1(B)), ) mod (n), R=h(r\r]-+ |, ]IT,).
s' =1 — Rxgs;mod (n) and C = h (s||SID ||m| g).
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(4%

Back-end Server (BS))
< ZY";)ZR{7ID7},RIDI./,S]D]. >
< XBS;>XR, 7Ps7m,le%’d7[Dsrﬁw >

Reader (R;)
<ZBSj7xR/751Dj >
<Py, Vi, Wi >

Tag (7)
< ZBS,‘7IDT,",'XT;‘ >
< SID;,Pyym >

Checks whether Vk’ =V
rr€[l,n—1]

Gets the current timestamp 7,

Gets the current timestamp7y, V=h (XR./ 7= HTr1>
Verifies if | Ty, — T,, |< AT

Checks whether (xR_, \|rR\|T,) Zy 75,78V, Ty 1Dy,
: ;

Searches /Ds7; and recover m

v="h(r|re) (Z5, + ((Z1), +1Dr) ;)
rRP m’> =r—((sG+ y)xgsj)xmod (n)

ifm= m’, then T; is authenticated;

Else, 7; is rejected.

Picks a random number /,

genaretes 7T, and computes ré) =0

B=2y+ ((ZR;)X-FRID!J) P,

¥ = Data; + h (r,’,,l @ (B))X> mod (n)

R=h (A lI)-+ 7T,

s =1 — Rxps;mod (n)

C=h (sHSID_,-HerR)

Gets the current timestamp7},

IDsg4 « IDsye" if| T, — T, |< AT && R =R

IDs™ < h(IDsg; || ml|rg|lxz;) ¢ = (Zss;) .+ SID;
& =R (Zss; + () R)
xX= rl{EB < Av,GJré)xRi,)
Data; = r;- —h(x)mod (n)

n

1o ’
T5y,C\ Ry, 1y, -0,

x

Send (rg,auth

1,8,1Dg;.
i

o)

Generates : k € [1,n—1]
V= Zgs, + ((ZBS,)XHID,) P,

r< (rr@®m) + (ky), mod (n)
s =k—h(r|rg) xpmod (n)

if C = h (s||SID;|/m||rg) ,the BS;is authenticated
Else, it is rejected
IDsT < h (IDst;||m||rellxz;)

Figure 4.2. BDD17 RFID authentication scheme [39]




After BS; sending the message (C,R, r/1 , r/2, e ,r,;, T;,) to the reader, it updates IDs7" <
h(IDst||m||rg||x7;). When R, receives the response of the server, it firstly verifies the
validity of the timestamp, | 7,, — T}, |< AT. It also verifies the validity and integrity of
the transmitted message by calculating: ¢ = (Zps;) +SID;, § = R (Zgs,+ (@) P). x =
r:. ® ((slG—I— é) XR,) and Data; = r; —h(x)mod (n). If the verifications are succeeded,
then the reader Ry lrel)zclys the message C to the tag 7; for mutual authentication. When the
tag receives C, it checks C = h (s||SID;|/m||rg). If succeeded, T; authenticates BS;; else, it
new

rejects. Finally, 7; updates its pseudonym /Ds7" < h(IDsr||m||rg|x7;) and terminates the

session.

Proposed Attacks on the Protocol: The authors claim that their protocol provides the for-
ward security but we prove that when an adversary corrupts a tag, she can distinguish
backward and forward transactions of the tag and destroy its privacy [39]. The authors, in
their analysis, state that even if an attacker discovers the tag secret parameters, she cannot
track the tag’s past positions because she does not reach the timestamps and random values.
However, we show that their scheme does not provide backward and forward privacy since
an adversary can check the updates of the anonymous identifier /Dst, and break the tag’s

privacy. Formally, the adversary can perform the following attack.
Theorem 4.1.3 BDD17 protocol does not provide backward privacy.
Proof 4.1.3 Let Adv be a STRONG adversary that plays a security game as below.

1. Adv calls gCreatelag (ID%), 1) and gCreatetag (ID%,I) to create two valid tags Ty and
T\ with initial identifiers (the tags update their own identifier after authenticating the

reader.), respectively.

2. Advrandomly picks one tag 7; by querying &P @w7Tas (%, 1) oracle and gets a pseudonym
yr,, where i €g {0, 1}.

3. Adv chooses a time interval Iy. During Iy, she calls a GC°""P! (yr.) oracle and gets
I I I V! I
< ZBOSj7IDV(}Ti7'xl/(}Ti7SIDjp7PSIOam 0 >.

4. Adv frees the tag by calling 07" (yr,) oracle.

5. Adv chooses another time interval I}, where I} > Iy . During I, Adv calls & DrawTag (%, 2)

oracle and receives two pseudonyms Y7, and yr,.

6. Adv arbitrarily selects one of the drawn tags (e.g. Wr,) and calls &E*c"¢ (yr, ) oracle.

1! 1 7 gl I 1 )
She gets ry cauth!t | Fi sh ,IDSVI,T1 ,Cli as a protocol transcript.
Execut . I 2 P2 p I 2
7. Ady calls OF¥¢ (yr, ) oracle again and gets ryi ,auth't, v/t s'i ,IDsy,. ,C'T.

8. Adv frees the tags by calling 7" (y,) and 077 (yr,) oracle.
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9. Then, Adyv tries to verify the message IDs{,‘,Tl for the tag yr, by computing
o 1l 20
IDsy, = h (IDsq‘,Tl o | qu(}Ti).
10. If the verification is succeeded, she claims that i = 1 (i.e.yr, = yr,). Otherwise, she

claims that i = 0 (i.e.yr, = yr,).

The success probability of this adversary is 1 and she wins the game. This means that
Adv can distinguish the future interactions of 7; checking the updates of the anonymous

identifier /Dst;. Therefore, this scheme does not provide backward privacy.
Theorem 4.1.4 BDD17 protocol does not provide forward privacy.
Proof 4.1.4 Let Adv be a STRONG adversary that plays a security game as below.

1. Ady calls gCreatelag (ID%), 1) and @gCrearelag (ID%,I) to create two valid tags T and
T\ with initial identifiers (the tags update their own identifier after authenticating the

reader), respectively.

2. Adv randomly picks two tags by querying oPrewTag (% , 2) oracle and gets two pseudonyms
vr, and yr;.

3. Adv chooses a time interval Iy. During I, she arbitrarily selects one of the drawn tags
1 1
(e.g. wr,) and calls &E*cu¢ (yrr. ) oracle. Then, Adv gets rfg,authlé,rlé,slf% ,IDs{,‘}T1 .Clo

as a protocol transcript for yr,.
Execute : I(% I > T2 I(% I?
4. Ady calls 0 (yr,) oracle again and gets 7, authlo, ' 5% ,IDsy, ,C'0
5. Adv frees the tags by calling 07" (yr,) and 07" (yy,) oracle.

6. Adv chooses another time interval I, where 11 > Iy. During 1, Adv randomly chooses a

tag T; by calling oPravTas (%, 1) oracle and gets a pseudonym yr,, where i € {0,1}.
7. Ady calls 0C™" (yr.) oracle and gets < ngijD{;/Ti?x{;/TivSID? Pl >
8. Adv frees the tag by calling 077 (yr,) oracle.
9. Then, Adpv tries to verify the message IDS{?; for the tag yr, by computing
s, L (1058, I 17511, ).
10. If the verification is succeeded, she claims that i = 1 (i.e.yr, = yr,). Otherwise, she

claims that i = 0 (i.e.yr, = yr,).

The success probability of this adversary is 1 and she wins the game. This means that Adv
has stored some past transcripts. Then, when she obtains the internal values of the tag, she
can identify the tag using previous transcripts by verifying the message /Ds7™. Therefore,

this scheme does not provide forward privacy as claimed.
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4.1.3. Analysis of DB17 RFID authentication scheme

In this subsection, we first briefly describe the DB17 [45]] scheme and then show our pro-
posed attacks.

Protocol Description: DB17 scheme (illustrated in Figure [4.3) consists of 3 phases: setup
phase, authentication phase, and updating phase. Before the authentication, public and
private key pairs, ECC domain, and some system parameters are securely shared to the
readers and the tags in the system. The authentication and updating phases are described

below.

Reader/Server Tag
[xs,%:,IDS, k, P] [x/,IDS,k, P, P

Generate r| €g Z;

Ry =nrP R; Generate 1, €Eg Z;
R, =nrP
TKSl = rlkR2 R2,IDS
TKy, = xskR»
Authy = TK; ®TK;, Dx;
Authy
S
TK[l = rsz]
T Ky, = r2kPs

x; 2 Authy ®TK; ®TK;,
Server is authenticated.
Auth; = x, & 2TK,, @ 2TK,,
Auth, = xp ®2TK,, ®2TK,,  Auth,
Tag is authenticated.

Figure 4.3. DB17 RFID authentication scheme [45]]

Authentication Phase. In this phase, mutual authentication is provided. Firstly, the reader
picks a random number r|, computes R and sends it to the tag. When the tag receives
the challenge of the reader, the tag also picks a random number r;,, computes R, and sends
R, and pseudonym /DS back to the reader. When the reader receives the response of the
tag, it searches /DS in the database. If the reader does not find it, the reader terminates
the protocol. Otherwise, the reader obtains the corresponding identifier (x;) and key (k)
corresponding to IDS"®" or IDS!?. Then, the reader computes TKs, = rkRy, TKs, =
xskRy and Authy = TKy, ® T K, D x;. After receiving Authy, the tag computes TK;, = kR,
TK,, = xskR and checks if x; 2 Authy ® TK;, ® TK;,. If the obtained identifier x; does
not match, the tag terminates the session. Otherwise, the tag authenticates the reader,
computes Auth; = x; @ 2TK;, ®2TK;, and sends Auth; to the reader. When the reader
receives the message, it checks if Auth;, 2 x; ©2TK, ©2TK,,. If checking succeeds, the
reader authenticates the tag. Otherwise, the reader rejects the Auth; and terminates the

protocol.
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Updating Phase. When the authentication is successfully accomplished, both the reader
and the tag refresh their secret keys & and the pseudonyms (/DS). The reader also keeps
old and new IDS. The tag performs the following updates:

IDS* =X (TK;,) ®IDS © k,k* =X (TK;,) 2k and IDS = IDS*  k = k*.

The reader performs the following updates: If IDS? is received, the reader computes
IDS"™" = X (TKs,) ©IDS'Y © k and k" = X (TKs,) ® 2k°4. If IDS™" is received, the
reader updates IDS%4 = IDS"™" and k°'4 = k", The reader, then, computes /DS =
X (TKs,) ®1DS° @ k and k" = X (TKs,) © 2k,

Proposed Attacks on the Protocol: Dinarvand and Barati [45] claim that their protocol
(BD17) provides forward privacy. However, they do not mention backward privacy in their
paper. In this subsection, we show that their scheme does not achieve backward privacy
which is one of the well-known privacy requirements. In other words, we prove that when
an adversary obtains the secrets of a tag once, she can distinguish the tag with using its
future transactions. An adversary can directly reveal the identifier of the tag x; with sending
P; to the tag instead of R; after obtaining the secrets of the tag. Formally, the adversary
plays the following game to show how to break the forward untraceability property.

Theorem 4.1.5 BD17 scheme does not provide backward privacy.
Proof 4.1.5 Let Adv be a STRONG adversary that plays a security game as below.

1. Ady calls ¢CreareTag(xTo 1) and @CreateTag(x1 1)to create two valid tags Ty and Ty,

respectively, where xtT % denotes the identifier of a tag.

2. Advrandomly picks one tag 7; by querying ¢DrawTag (%’ 1) oracle and gets a pseudonym
yr,, where i € {0, 1}.

3. Adv chooses a time interval Iy. During Iy, calls a 0C°"""P! (yy,) oracle. She obtains all
internal values of the tag with pseudonym /.. These are xtTi ,IDS;, k;, P and F;.

4. Adv frees the tag by calling &7 (yr.) oracle.

5. Adv chooses another time interval /1, where I} > Iy . During 1, Adv calls & DrawTag (%, 2)

oracle and receives two pseudonyms Yy, and yr,.

6. Adv arbitrarily selects one of the drawn tags (e.g. yr,) and calls &X4" () oracle. She

starts a new protocol execution with 7.

7. Adv calls ¢SendTag (Ps, 1) oracle and she sends P; message instead of R} message. The

tag Y, responses with Rg ,IDS"but Adv does not need these messages.

8. Adv sends x,T" to the tag instead of Auth! message (in step-3) by calling
oSendTag (xTi 1) oracle and waits for the response of the tag.
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9. If the tag yr, responds with Auth™, Ady directly gets x! ' and claims that i = 1 (yr, = vyr,),
since the response means that the tag authenticates Adv. In fact, Amh{1 = xtT ! because of

Auth!' = x1' 2 (rk  Py) ®2 (rak  Py).

10. If the tag y7, does not respond, this means that the tag does not authenticate and

terminates the session. Therefore, Adv claims that i =0 (i.e.y7, = yr,).

Obviously, the success probability of this adversary is 1 and she wins the game. Therefore,

BD17’s scheme does not provide forward untraceability property.

4.1.4. Analysis of LZKZ18 RFID Authentication Scheme

In this subsection, we first describe LZKZ18 [46] scheme and then show our proposed

attacks.

Protocol Description: LZKZ18 scheme (illustrated in Figure [4.4) includes two processes:
a setup process and an implementation process. In the setup process which is also divided
into initialization and bidirectional authentication phases, the server and the reader securely

share and store the needed keys. The reader, server and tag also agree on the ECC domain

parameters.
Server Reader Tag
[Tp,Rp, kap,kac,a,Ps = aP] [Rp,kap, b, P = bP] [Tp, kac,c,Pr = cP, Ps]
XR €R Z4 (1) Query,R; x7 €RZ,
R] Z)CRP T] :xTP
T2 :H()CTRl)
€r Zg, St = xsP Ro = H (xgT, VT, T3 Ts=T P
Xs €r Zg, S1 = x5 . 2 (qul) QT,»,T3 T3=Tp+(xr+c)Ps
S> = H (R ||ka||tr) (3) 22 Judge: R, =T
Ty, I3.,1R
9
Judge: $» = R3 Ry = H (R1||kas|ltr)
S3=R4—aR| —kup Ry =Rp+ (xg+b)Ps
Judge: S3 ;RD
S4 =13 —aly —kac
Judge: S4 = Tp
S5 = xsR1 +kap
S¢ = xsT1 +kac (4) §1,85,8¢ Rs =xrS1 +kap (5) 51,5 Ty = xSt +kac
2b25)2¢ ; 2b2¢ .
Judge: Rs = S5 Judge: Ty = S¢

Figure 4.4. LZKZ18 RFID authentication scheme [46]

In the implementation process, at first, the reader picks a random xg, computes R; and
initiates a new protocol session sending the query request Query and R;. When the tag
receives a request, the tag picks a random x7 and computes 7> and 73. The tag sends
T1,T> and T3 to the reader. When the reader receives the response of the tag, the reader
computes R, and checks if R, 2 T,. If the checking is false, the authentication fails and
the session drops. Otherwise, the reader considers that the tag is legitimate and computes
R3 and R4. Then, the reader sends R, R>,R3,T1, T3 and tg to the server. After receiving the
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message, the server first checks the timestamp #z. If the 7z exceed the time limit, the server
finishes the authentication. Otherwise, the server picks a random number xg and computes
S1 and S,. If S» # R3, then the authentication fails. Otherwise, the server authenticates
the reader and calculates S3. If S3 # Rp, then the authentication fails again. Otherwise,
the server obtains the reader’s authorization the identifier and computes S4 and checks if
S4 2 Tp. If S4 # Tp, then the authentication fails. Otherwise, the server obtains the tag’s
authorization identifier and calculates S5 and Sg. Later on, the server sends S;,S5 and S¢
to the reader. When the reader gets this, it computes R5 and checks if R5 2 Ss. If Rs = S5,
the reader authenticates the server. Otherwise, the authentication fails. After the successful
authentication, the reader sends Sy, S¢ to the tag. The tag then computes 7. Finally, the tag
checks if T =z S¢. If Ty # Sg, the tag rejects the authentication and terminates the session.

Otherwise, the tag authenticates the reader and the back-end server, too.

Proposed Attacks on the Protocol: The authors claim that LZKZ18 protocol provides
forward security without presenting any analysis [46]. In this thesis, we show that their
scheme does not fulfill both backward and forward privacy because an adversary can de-
stroy the privacy of a tag by sending Ps instead of R; and checking if 7> e (T3 — Tp—
cPs).

Theorem 4.1.6 LZKZ18 scheme does not provide backward privacy.
Proof 4.1.6 Let Adv is a STRONG adversary that plays a security game as below.

1. Adv calls 0Cr@eTas( Ty, 1) and 0C@eT8(Ty, 1) to create two valid tags Ty and T,

respectively.

2. Adv randomly picks one tag 7; by querying &PrewTag (%, 1) oracle and gets a pseudonym
yr,, where i €g {0, 1}.

3. Adv chooses a time interval Iy. During Iy, calls a &P (yr.) oracle. She obtains all

internal values of the tag with pseudonym .. These are Tp,, kac, c;, Pr; and Ps.
4. Adv frees the tag by calling 07" (yr,) oracle.

5. Adv chooses another time interval I;, where I} > Ij.

During [, Adv calls P74 (1 2) oracle and receives two pseudonyms yr, and yr, .

6. Adv arbitrarily selects one of the drawn tags (e.g. yr,) and calls &4 () oracle. She

starts a new protocol execution with 7;

7. Adv calls ¢5¢"97%8 (P 1) oracle so she sends Ps message instead of R message. The

tag yr, responses with TII1 , T21 1, T3I‘.
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8. Adv checks Tf' £ H (T{! — Tp, — ;P ).

If succeeds, Adv claims that i = 1 (i.e.y7, = yr,). Otherwise, Adv claims that i = 0
(i-e.yr, = Y1)

Obviously, the success probability of this adversary is 1 and she wins the game. Therefore,

LZKZ’s scheme does not ensure backward privacy.
Theorem 4.1.7 LZKZ18 scheme does not provide forward privacy.
Proof 4.1.7 Let Adv be a STRONG adversary that plays a security game as below.

1. Adv calls 0C@eTas( Ty, 1) and 0C@eT8(Ty, 1) to create two valid tags Ty and T7,

respectively.

2. Advrandomly picks two tags by querying oPrewTaeg (%, 2) oracle and gets two pseudonyms

lI/T() and lllTl R

3. Adv chooses a time interval Iy. During I, she arbitrarily selects one of the drawn tags

(e.g. wr,) and calls 0L () oracle. Adv starts a new protocol execution with 7

4. Adv calls 05748 (pg 1) oracle so she sends Ps message instead of Rymessage. The
tag yr, responses with TP, T21°, T3I°.

5. Then, Adv frees the tags by calling 677 (yr,) and 77 (yr,) oracle.

6. Adv chooses another time interval I, where I; > Iy. During /1, Adv randomly chooses a
tag 7; by calling 6P77a8 (1 1) oracle and gets a pseudonym yr,, where i €g {0,1}.

7. Ady calls gCorrupt (yr,) oracle and gets Tp,,kac,ci, Pr, and Ps.
8. Adv frees the tag by calling 077 (yr,) oracle.

9. Then, Adv checks if TZI(’ 2 H <T3I° —Tp, —ciPS>. If succeeds, Adv claims that i = 1
(i.e.yr, = yr,). Otherwise, Adv claims that i = 0 (i.e.yr, = yr,).

Obviously, the success probability of this adversary is 1 and she wins the game. Therefore,

LZKZ’s scheme does not provide forward privacy.

4.2. Our Improved Protocol

We propose a new privacy-friendly ECC based RFID authentication protocol depicted in
Figure by enhancing ID17 scheme [40]. Our focus is to overcome the privacy weak-
nesses of their protocol. We consider that transmitting the ephemeral public key and its
signature in an insecure channel causes privacy issues. Therefore, we claim that if an

ephemeral public key is broadcasted with an indistinguishable encrypted signature, then an
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attacker cannot track the past and future interactions of any tag so that both forward and

backward untraceability properties are provided.

We consider that both the reader and the back-end server (BS) are trusted entities but a
tag might be corrupted, compromised or illegitimate. For the sake of simplicity, we also
consider both BS and reader as a single entity and the tag is the second entity of our
scheme. Note that this does not affect the generality since most of the applications accept
that the communication of tag—reader is not secure but the communication of reader—BS
is secure (as shown in Figure[I.1). Before describing the protocol, we present the following

notations in Table [.1]to improve the intelligibility.

Table 4.1. Notations of our proposed protocol

p,a,b,G,n,h  ECC domain parameters

k;g, k’, Static key pairs (public, private) of the reader

k/T,k; Static key pairs (public, private) of the tag

ID; Unique identifier of i tag

kg, kr Ephemeral key pairs (public, private) of the reader
(z,9) Signature of the ephemeral public key of the reader

krr, ke Ephemeral key pairs (public, private) of the tag
(g,f) Signature of the ephemeral public key of the tag
krr Established ephemeral shared secret key after ECDH key agreement protocol
Hash(.) A secure cryptographic hash function

4.2.1. Protocol description

We present a brief description of our scheme below. Figure §.5]also elaborately shows the

details. Our proposed protocol consists of a setup phase and an authentication phase.

Setup Phase. Reader and tags must agree on ECC domain parameters of the scheme to use
elliptic curve cryptosystem. Hence, in the setup, both tags and readers firstly agree on a
curve with ECC domain parameters. In our scheme, we prefer ECC brainpoolP160r1, a
standard curve, to be used for the domain parameter values [98]]. In this phase, all unique
identifiers ID; of the tags are stored in BS. An integer k; is randomly chosen as the private
key of the tag, where 1 < k; < n—1 and its public key is computed as k/T = k;G. Then, the
key pairs are stored in the tag. k/T is shared with the reader. On the other hand, an integer
k; is randomly chosen as the private key of the reader, where 1 < k/r < n—1 and its public
key is computed as k;e = k/rG. Then, the key pairs are stored in BS, while k;e is shared with
all tags.

Authentication Phase. In this phase, the mutual authentication is accomplished in two
rounds with the following steps. Note that Figure .5]also depicts each step of our protocol

execution.

(Step-1): First, the reader randomly generates an ephemeral private key k, and calculates

its own ephemeral public key, where kg = k,G.
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(Step-2): The reader signs kg with its private key k. using ECDSA, (z,s) = ECDSA K (kR).
2.1 e = Hash(kg)

2.2 Select k randomly

2.3 z=xymod (n); if z =0 then go to (2.2)

24 5=k <e + k;z> mod(n); if s = 0 then go to (2.2)

(Step-3): The reader sends kg and the signature (z,s) to the tag.

(Step-4): The tag firstly verifies kg using the public key of the reader k;e-
4.1 Checkif z,s € [1,n— 1]; If not, rejects the session

Reader Tag
|4,0,0,G. 1, K K K a,b,p,G,n,h K.k, Ky, ID
Pick k, randomly as private key

) kg = k,G
(2) Sing kg: {(z,s) = sign(kg)}
(2.1) e = Hash(kg)
(2.2) Select k randomly
(2.3) z=xymod (n);
if z =0 then go to (2.2)
QR4)s=k! (e + k',z) mod (n);
if s =0 then go to (2.2)
(3) kgr,z,s
—
(4) Verifying kg
(4.1) Check if z,s € [1,n—1]
If not, rejects the session.
(4.2) e = Hash(kg)
4.3) w=s"1mod (n)
(4.4) u; = ew mod (n) and up = zw mod (n)
(4.5)(x1,%2) = u1 G + urkp
(4.6) If x; 2 zmod (n), reader is authenticated;
else, it is not and rejects the session
(5) Pick k; randomly as private key krr = kG
(6) Sing krq: {(g.f) = sign(krr)}
(6.1) e = Hash(krr)
(6.2) Select y randomly
(6.3) g = xpmod (n);
if g = 0 then go to (6.2)
©64) f =y (e+kg) mod(n):
if f =0 then go to (6.2)
(7) Krr = kikg = k¢ (k,G) = kik, G
(8) C = AESk, (Dlg]|)
©) krr,C
A=
(10) Krg = kekrr = ki (kG) = kKt G
(11) [ID|g]|f] = AES;, (C)
(12) Verifying krr
(12.1) Check if g, f € [1,n—1]
If not, rejects the session.
(12.2) e = Hash(kTT)
(12.3) i = f~ ! mod (n)
(12.4) j; = ei mod (n) and j, = gi mod (n)
(12.5)(x2,y2) = j1G + joky
(12.6) If x5 # g mod (n), reader rejects the session.
(13) If x, 2 g mod (n) and ID = ID; tag is authenticated;
else, it is not and rejects the session

Figure 4.5. Our proposed scheme
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4.2 e = Hash(kg)

4.3 w=s"1mod (n)

4.4 uy = ew mod (n) and u, = zw mod (n)
4.5 (x1,x2) = u1G + unky

4.6 If x; 2 zmod (n), Reader is authenticated; Else, rejects the session

(Step-5): If the verification is succeeded, the tag will authenticate the reader. Otherwise, it
rejects the session. In case of authentication, the tag also randomly picks &; as an ephemeral

private key and computes its own ephemeral public key, krr = k;G.

(Step-6): The tag signs k77 and gets its signature (g, f) by computing
(8,h)= ECDSA (k).

6.1 e = Hash(krr)

6.2 Select Y randomly

6.3 g =xymod (n); if g =0 then go to (6.2)

64 f=y! (e +k;g> mod(n); if f = 0 then go to (6.2)

(Step-7): The tag calculates Krr = k;kg as an ephemeral shared secret key.

(Step-8): The tag encrypts ID and the signature (g, f) together as a plaintext using the
ephemeral key K7, where C = AESk,, (ID||g]| f).

(Step-9): The tag transmits only C and k77 messages to the reader.

(Step-10): When the reader receives the message of the tag, the reader computes the

ephemeral shared secret key Krg = k.krr, where k.krr = k. (k,G) = k& G.

(Step-11): Then, the reader can meaningfully decrypt message C using Krg, obtain /D and

signature (g, f) if the shared key is valid. Otherwise, the reader has a garbage message.

(Step-12): The reader verifies the decrypted messages. It checks if g and f are integers in
the range [1,n — 1]. If not, it rejects the session. After that, the reader also verifies the k77
with using the decrypted signature (g, f). If the verification is not succeeded, it rejects the
session.

12.1 Checkif g, f € [1,n— 1] If not, rejects the session.

12.2 e = Hash(krt)

12.3 i= f~! mod (n)

12.4 j; = ei mod (n) and j, = gi mod (n)

125 (x2,y2) = j1G+ joky

12.6 If x, # g mod (n), reader rejects the session.

(Step-13): The reader checks if x, =z g mod (n) and searches if the ID belongs to a tag
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registered in the database (ID = ID;), the tag is authenticated. Otherwise, the reader rejects

the session.
4.3. Security Analysis of Our Proposed Protocol

In this section, we give the security and privacy analysis of our proposed protocol and

prove that our scheme provides all essential security and privacy properties.

Theorem 4.3.1 Our protocol provides confidentiality.

Proof 4.3.1 In our protocol, the sensitive information is the identity of tag ID and the
private keys of the reader and the tag. The private keys are protected well and are not trans-
mitted. Furthermore, ID is transmitted as ciphertext encrypted by AES. The key of AES
is ephemerally derived using elliptic-curve DiffieHellman mechanism by both the reader
and the tag. Therefore, an adversary Adv who collects kg, z,s, k77 and C transcripts, cannot

obtain any confidential information without breaking AES or ECDHE in polynomial time.

Theorem 4.3.2 Our protocol provides integrity.

Proof 4.3.2 In our protocol, we use the ECDSA signatures that are basically used to pro-
vide the integrity of kg and kr7 messages. An adversary Adv cannot change the content of
the protocol transcripts because both the reader and the tag verify the transmitted signatures
(z,s) and (g, f). Adv can modify the transmitted message or forge the related signatures if
she solves the elliptic curve discrete logarithm problem (ECDLP) but ECDSA is computa-
tionally secure and it is a hard problem for polynomial time attackers. Consequently, the

protocol guarantees the integrity of transmitted messages.

Theorem 4.3.3 Our protocol provides availability.

Proof 4.3.3 In our protocol, the tag identifier /D and the pre-shared keys are securely stored
and protected well. Hence, it is not needed to synchronously refresh these values for our
scheme. In fact, there is no update mechanism between the tag and reader. Therefore, the
protocol can be executed all the time between the reader and the tag. Hence, our scheme

provides availability.

Theorem 4.3.4 Our protocol provides tag anonymity.

Proof 4.3.4 In the authentication phase, the tag responds when it receives challenges from
the reader. Hence, anonymity is becoming one of the utmost important and imperative
security requirement for privacy. In our protocol, an adversary Adv collects the only
kgr,z,s,krr and C transcripts and cannot reach the tag identifier /D because Adv is not able
to ECDLP in polynomial time and gain k7. Adv also cannot break C without having krg

because AES-128 is considered computationally secure. In fact, Theorem4.3.1|also shows
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that Adv can never obtain any confidential information. Moreover, if k77 and C messages
were not randomly generated for each session, the adversary can ruin the anonymity. How-
ever, all messages of the tag in our scheme are randomized for each protocol session and
Adv cannot even distinguish any tag’s messages sent in different sessions. Therefore, the
protocol achieves tag’s anonymity property and the adversary cannot attain any indicator

to point out a tag anymore.

Theorem 4.3.5 Our protocol provides mutual authentication.

Proof 4.3.5 Mutual authentication (two-way authentication) is an important property in
which both entities in a protocol link authenticate each other. In the authentication phase
of our protocol, the reader sends randomly generated krg and its signature z,s by using
ECDSA. The tag can verify krg using the pre-shared public key of the reader k;e’ herewith
the reader can be authenticated. Likewise, the reader authenticates the tag after verifying
krr. For this authentication, the reader firstly decrypts C, gets the unique tag identifier
ID and the ECDSA signature of kr7 which is g, f. Secondly, the reader verifies g, f us-
ing the pre-shared public key of the tag k,T. If the verification is successful, the reader
finally searches ID in its database. If the reader finds it (matches ID = ID;), the tag is

authenticated, too. Therefore, the proposed protocol provides mutual authentication.

Theorem 4.3.6 Our protocol provides scalability.

Proof 4.3.6 The scalability is a crucial property that reduces the computational cost, search-
ing time of a tag in the database and authentication time. In most cases, the searching
time linearly increases proportionally proliferating the registered tags in the database with
search complexity O(N), where N is the number of valid tags. In our protocol, the reader
decrypts C and gets the ID; (where 1 <i < N). Then, the reader searches the matched entry
in the database with search complexity O(1) because each entry /D; matches only one tag

in DB. Therefore, our proposed protocol is scalable.

Theorem 4.3.7 Our protocol provides forward privacy.

Proof 4.3.7 Forward security is explained in Definition |3} In our proposed protocol, the
reader freshly sends kg and its signature z,s for each protocol session. The tag also gener-
ates a new fresh kr7 and C messages. The ephemeral K7g ensures that C is randomized.
Because of randomization of all session messages, if a probabilistic polynomial-time (ppt)
adversary Adv corrupts a tag 7', discloses the secrets ID,k; and collects the past proto-
col transcripts, Adv can distinguish the corrupted tag and its transactions with a negligible
probability. Adv never gets any advantage to overcome the previous indistinguishable trans-

actions of our scheme. Therefore, our protocol provides backward untraceability property.

Theorem 4.3.8 Our protocol provides backward privacy.
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Proof 4.3.8 As mentioned in the proof of Theorem 4.3.7} if the same adversary Adv col-
lects the future protocol transcripts, Adv can distinguish the corrupted tag and its transac-
tions with a negligible probability. Adv never gets any advantage to overcome the future
indistinguishable transaction of our scheme. Therefore, our protocol provides forward un-

traceability property.

Theorem 4.3.9 Our protocol provides location privacy, traceability privacy and withstands

the tracking attack.

Proof 4.3.9 In Theorem and Theorem 4.3.8] we prove that future and backward un-
traceability property of our protocol. An adversary Adv cannot destroy the privacy of a
tag T, even if Adv has the secrets of T and the past/future protocol transcripts in related
protocols. Hence, Adv certainly cannot ruin location privacy of 7" without any confiden-
tial information of the tag and track 7. In other words, untraceability properties imply
this result. Therefore, our protocol provides location privacy, traceability privacy and it is

resistant against the tracking attack.

Theorem 4.3.10 Our protocol withstands the tag impersonation and reader spoofing at-

tacks.

Proof 4.3.10 An adversary Adv can impersonate a tag 7 only by obtaining /D and k;
but solving ECDLP is computationally infeasible in polynomial time. Hence, Adv can-
not impersonate 7. Similarly, Adv can never produce valid C, z, s messages without having
Krr,ID and k; because of the aforementioned computational infeasibilities. Thus, Adv

cannot spoof the reader.

Theorem 4.3.11 Our protocol withstands the replay attack.

Proof4.3.11 Inareplay attack, an adversary Adv imitates a tag Adv or a reader R by reusing
the intercepted past protocol messages. In our proposed protocol, Adv cannot generate and
reuse valid kg, z,s messages because they are randomly changed for each session. Simi-
larly, Adv cannot generate and reuse valid k77,C messages because they are ephemerally
generated random transcripts. This attack can be succeeded, only if Adv reveals the tag se-
crets k;,ID and reader private key k/,. Therefore, the proposed protocol is resistant against

the replay attack.

Theorem 4.3.12 Our protocol withstands the denial-of-service (DoS) and de-synchroni-

zation attack.

Proof 4.3.12 We prove that our proposed protocol provides availability in Theorem 4.3.3
which shows that both a tag and a reader always remain synchronized during each protocol
execution. An adversary cannot desynchronize both entities and execute DoS attack. Thus,

the scheme is resistant against the denial-of-service and de-synchronization attack.
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Theorem 4.3.13 Our protocol withstands the man-in-the-middle attack (MiTM).

Proof 4.3.13 According to Theorem 4.3.5| our proposed protocol provides mutual authen-

tication between the tag and the reader. Therefore, it is resistant to MiTM attack.

Theorem 4.3.14 Our protocol withstands the cloning attacks.

Proof 4.3.14 In our proposed protocol, each tag has its own identity /D; and the secret
key 7. Even if an adversary can obtain some tags’ IDs and their private keys, she cannot
reach the other tags’ IDs and their secret keys. Thus, the protocol is resistant to the cloning
attack.

Theorem 4.3.15 Our protocol provides unforgeability.

Proof 4.3.15 In our scheme, only the valid tag and the reader can generate a legitimate
signature. An adversary can never perform a forgery attack without having the private keys
as their security leans to the hardness of ECDLP. Therefore, the proposed protocol provides
unforgeability.

Theorem 4.3.16 Our protocol withstands modification attack

Proof 4.3.16 According to Theorem 4.3.2} our proposed protocol provides integrity prop-

erty. Therefore, it is resistant to any modification attacks.

4.4. Our Test Environment

In this section, we would like to introduce our test environment to express our simulation
and implementation outcomes more clearly. We hope that these succinct explanations will

be useful for new implementors.

We prefer the BasicCard RFID environment because of several reasons. The first and im-
portant one is the BasicCard RFID tags support many standard cryptographic algorithms
and primitives. Secondly, this environment presents a flexible and easy simulation and re-
alization structure. Thirdly, the environment can be set up by on-the-self standard products,
since it supports communication standards (ISO-14443, ISO 15693, etc.) and ISO-defined
commands for programming. Fourthly, its program development software is updated and
clear to understand. Finally, the reader and the RFID tags are inexpensive with respect to

their robust and efficient platform facilities.
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4.4.1. The setup

We implemented our proposed scheme in ZeitControl’s BasicCard environment [[140]. The
implementation environment mainly consists of a personal computer as as RFID back-
end server (or database), an RFID reader and a ZeitControl’s BasicCard RFID tag. The
environment is illustrated in Figure @ Note that the back-end server, the reader, and the
tag are called as terminal, card reader, programmable processor card in the BasicCard’s

manual, respectively [140].

Back-end System

Reader

Figure 4.6. The setup of our implementation environment

We use a personal computer as a back-end server which has Intel Core i5 CPU processor
@2.5GHz, 6GB RAM and 64-bit Windows 7 operating system to run simulations and
implementation tests. The computer basically controls the reader and stores the system
data.

We use the OMNIKEY 5321 device as an RFID reader. The reader complies with ISO
15693 and ISO 14443 standards and can communicate 13.56 MHz RFID tags. The in-
terface of the reader and the terminal (back-end server) is standard universal serial bus
(USB).

We implement our proposed scheme in professional version BasicCard ZC7.5 RFID card
supporting ISO-14443 standard as RFID tag. The tag contains 32K of EEPROM (Elec-
trically Erasable, Programmable Read-Only Memory) and 4.3K RAM (Random Access
Memory). In the tag, there are also three processors such as CPU, RSA/ECC, and DES/AES
co-processors. The overview of the RFID reader and tag used in the test is depicted in Fig-
ure

The tag supports RSA (4096 bits), EC-167, EC-211, EC-p (up to 544 bits) as public-key al-
gorithms, DES (ANSI X3.92-1981), AES (FIPS 197), EAX (a conventional authenticated
encryption mode using AES), OMAC (One-Key CBC MAC using AES), ISO secure mes-
saging as private key encryption schemes, SHA-1, SHA-224, SHA-256, SHA-384, SHA-
512 as hash functions, both T=0 and TL=1 ( byte-level or block transmission protocol
ANSI X3.92-1981), and Mifare (NXP Semiconductors RFID protocol) as communication
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protocols. The tag has P-code interpreter that compiles the programs coded with a high-
level programming language Java or Basic into P-code. P-code is a machine independent
language of a hypothetical CPU. Interpret can execute the P-code after downloading it to
the tag.

Figure 4.7. RFID
reader and RFID tag
Moreover, the used chip hardware in the tag is certified according to Common Criteria level

EALS5+ with certification id "BSI-DSZ-CC-0555-2009”. Note that the software (BasicCard

operating system) is not included in this certification.
4.4.2. Simulation and implementation

The ZC-Basic language was designed for cryptographic protocol designers to easily de-
velop their programs, applications or codes, simulate, and execute them in a real-world
platform. It is a good opportunity that a developer can run his/her programs in PC with or

without a real RFID reader attached to the serial port.

We can test our codes even if we do not have RFID reader and tag, by simulating the
BasicCard environment in the computer. This feature is quite useful for protocol designers
before testing their schemes in real-wold applications. The development software of the
BasicCard environment, which is free and functional, supports a higher level language such
as Java or ZC-Basic (dialect of Basic). We write our programs with ZC-Basic language that
a procedure-oriented language because using ZC-Basic is easy to program and there is a
detailed library about its usage. Additionally, the heart of a BasicCard processor is its P-
Code (like Java programming language) interpreter and written codes are compiled into a
machine-independent language called P-Code which is similar to machine code [140].

The development software basically composed of software support packages BCDevEnv
which is the BasicCard development environment, ZCMDTerm which is debugger for the
terminal program, ZCMDCard which is debugger for the tag program, ZCMBasic which
is the compiler for the ZC-Basic language, and BCLoad which is downloading P-Code to
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the tag.

= BasicCard Development Environment
File Project Edit Search View Options Language Buffers Help

Projects & 1Reader_ our.bas * |gTag_our.BAS I
B = smallCodes.zcp = @ 1 Option Explicit
E}-i tez.zcp 2
E}-E Terminal Programs 3
=[] Reader__ourzct 4 #Tnclude
- Reader__our.bas 5 #Tnelu
- COMMERR.DEF .
- COMMANDS.DEF N
- AlgID.DEF 7
-~ MISC.DEF 8
- COMPONNT.DEF 2
- LoadComm.def 10
- ERRFILE.DEF 11
- FILEIO.DEF 12 "~ Private I As Integer
~ReaderDef_Our.DEF 13 " For T = 0 To 10
S
- SHA.DEF 15 RBem Time te
- AES.def 16 "~ Private StartTime L= DateTime, EndTime A= DateTim
-~ COLOURS.DEF 17 Private RdrPubKey$, RdrPrvEey$
- Crypto.def 18 Private StartTimeI As DateTime, EndTimeF As DateTime,
=+EH BasicCards 19 "~ Call GetDateTime ({ StartTimel
= [ Tag_our.zcc 20
- Tag_our.BAS 21
::EE;T;SFDS-DEF 22 RezetCard
-TagDef_OurDEF 23 "~ Call GetDateTime (StartTimeI)
- EC-PDEF 24 '~ Call CheckSW1lswWZ()
- SHA.DEF 25 "~ Call GetDateTime ( EndTimeF )
- AES.def 26 "~ IntervalTum = TimeInterwval ( !
-~ MISC.DEF 27 "~ print "Reset time : "+ str$(
28 Bem —————————————— -

Figure 4.8. The BasicCard development environment

At this point, without going into further detail, we should explain a couple of files used
in our BasicCard environment to present a clear and essential idea on how to effectively
develop the protocol in the environment. They might be arranged in three different hierar-
chies: source files, program files, and project files. The three main software. Correspond-
ingly, the project files (*.zcp ) are related to the development environment and provide to
list and manage all the program files that belong for a specific project. There are two types
of program files such as terminal program files (with *.zct extension) and BasicCard pro-
gram files ( with *.zcc extension) The program files (with *.zcp ) that both contains com-
piler and run-time options for virtual running (simulation) and real-time working. Lastly,
the source and definition files (with *.bas and *.def extensions) contain sources codes,

definitions, and declarations written by the program developer.

In fact, the three main software (BCDevEnv, CMDTerm/ZCMDCard, and ZCMBasic) can
be said to be corresponding to the above files hierarchy. The project files can be managed
(creating and editing) using by BCDevEnv (depicted in Figure 4.8). On the other hand,
ZCMDTerm allows the terminal to communicate with ZCMDCard debuggers, and one or
more physical RFID readers. It stores the required information for compiling and running
the terminal programs. Finally, ZCMDCard is another debugger that waits and evaluates
the commands from ZCMDTerm and then executes them and relays the responses back to
ZCMDTerm.
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From the implementation perspective, we have chosen a binary 160-bit elliptic curve com-
plying with brainpoolP160r1 standard to elliptic curve functions such as ECDH and ECDSA.
The related curve parameters (see Section [1.3.2]for details) and some preparations can be
set calling subroutine ECpSetCurve with corresponding curve index. Moreover, we use
AES algorithm in our protocol with 128 bit of key length. We have written our own func-
tion of AES algorithm to implement the desired modes of operation. We have also declared
a command that provides a challenge and response mechanism for the communication of
RFID reader and RFID tag. Lastly, one critical tip for efficient realization is that the devel-
opment software allows you to adjust the speed of the cores. For further and comprehensive
information, and utilization of the related functions and subroutines, please see the Basic-
Card Developer Manual [140].

4.5. Comparison and Implementation Results

In this section, we compare our proposed scheme with other existing ECC-based RFID

authentication works in terms of security and performance.
4.5.1. Security comparison

We enumerate the security and privacy comparison of our proposed scheme and related
protocols in Table 4.2 It can be obviously seen that our scheme provides all essential se-
curity and privacy requirements of an RFID system and is more secure than the previously
proposed protocols [39,140,45,46, 73,113, 125,/129].

Furthermore, we proved in Section [.1] that the state-of-the-art protocols [39,40, 45| 406]
cannot provide forward and/or backward privacy. Our scheme not only guarantees the
related security and privacy requirements but also provides additional properties such as

mutual authentication and efficiency in search of the tags during the identification process.
4.5.2. Performance comparison

Although security and privacy properties are indispensable for RFID schemes, the per-
formance of these schemes is vital to effectively use RFID systems in real applications.
While our priority is proposing an authentication scheme that solves all essential security
and privacy issues existing in RFID systems; we target to design an efficient scheme for
practical applications. In this section, we first analyze our protocol and compare it to previ-
ous prominent ECC-based RFID authentication protocols [39,40,45.,146,73,/113,/125,/129]
in terms of computational and communication costs. A detailed performance compari-
son (including computation and communication costs) in the literature are summarized in
Table
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Communication Cost Comparison. Communication cost is crucial because of determining
availability delays. Increase in delays usually obstacles the effective usage of the entire
system. In terms of communication cost, there are two dominant factors to determine the
effects, i.e. the number of protocol rounds and communication overhead. According to our
analysis, only our protocol and the inspired ID17 have two rounds. DB17 scheme has four

rounds and the other protocols require three rounds to provide authentication.

Furthermore, the communication overhead of our protocol from reader-to-tag is 80 bytes
(the public key and its signature), and 88 bytes (the public key and 3 blocks of AES en-
cryption) transmitted from tag-to-reader. Hence, the total overhead of our protocol is 168

bytes.

As seen in Table ZQ14’s scheme achieves the lowest communication overhead. How-
ever, they use SHA-1 algorithm for hashing the messages but SHA-1 is cryptographically
insecure [141}/142]. Their communication overhead will be greater if they prefer a secure
alternative hash function in their scheme. In fact, two works [40./143]] evaluate that CH14’s
and ZQ14’s schemes have 184 — 186 bytes and 160 — 165 bytes communication overhead,
respectively. Therefore, we deduce that our protocol provides the minimum communica-

tion cost considering the aforementioned factors.

Table 4.3. Performance comparison

Protocol Comm. Scalabilit Tag’s Reader’s Total
Rounds Overhead (B) y Comp. Cost Comp. Cost Comp. Cost
L[17{31|4 3 168 o(1) S5Toem 5Toem 107500,
Z14
(125] 3 168 o(1) 5Teem 5Teem 10Teem
i 3 160 o) Mrem e em
ZQl4
51 3 140 o(1) e e Ao
BDD17
(39} 3 > 255 o(1) 2Teem TTeem Teem
i 2 176 o(1) Ao Ao 8T
DB17
[45—| 4 180 0 ( 1 ) 3Tecm 3Tecm 6Tecm
LZKZ18
frrg 3 >220 o(1) ATy T 13Ty
Our
Protocol 2 168 o(l) AT oem AT oem 8Teem

Moreover, ECC point compression methods could be applied during sending public keys
in the channel so that the communication efficiency might be increased in terms of com-
munication overhead. For instance, our protocol can gain roughly 38 bytes in transmission
and the communication overhead will be only 130 bytes in this case. However, this com-
pression causes extra computations on both tag and reader sides. Note that, this point

compression load might be delegated to only the reader since it has higher computational
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capabilities.

Computational Cost Comparison. In this section, we compare the computational cost of
our protocol with existing ECC-based RFID authentication protocols [[39,40,45,46.73,113,
125,/129]. Table |4.5|summarizes the results in more detail. At first, to make an appropriate
comparison, we will consider the primary operations which directly affects and determine
the computation efficiency of an authentication protocol such as Toen, Teca, Tinys Tnui, Tn, and
T,es. Kobliz et al. [144] and Wu and Chen [|145] analyze the time complexity of various
operations in terms of 7,,,,;. Also, these metrics are accepted by [39,/143]]. Table 4.4|depicts

their running time comparison of these primary operations.

Table 4.4. The running time of primary operations in terms of 7,,,; [145]

Ty Running time of a modular multiplication in 5163 1

T,qa Running time of a modular addition in [F, 163 negligible
T,es Running time of encrypting with AES-128 ~ 0.157,,,
T, Running time of hashing with SHA (512-bit) ~ 0.367,,,,
T,y Running time of a modular inversion in 5163 ~ 3Tl

Toca Running time of an EC point addition in E (IF,163) ~ 5Tl

Toem  Running time of an EC point multiplication in E (Fyi63) & 12007,

We calculate the computation cost of our proposed protocol and the related works based
on the above analysis in terms of 7,,;. The tag and reader computational cost of our
protocol are separately around 47, + 1 Tocq + 2Ty + 4T + 2T, + 2AES = 4817711, SO
the total cost is roughly 8T,c, + 2T,cq + 4Ty + 8T +47T), +2AES = 9634T,,,;. According
to Table it is clearly seen that our scheme performs an acceptable computational cost.
The schemes [113,|129] have better computational efficiency, however, they have serious
security and privacy issues. In fact, these results show us that EC point multiplication T,
is a dominant and decisive operation to determine the computational cost of a protocol.
Hence, we claim that calculating T,., is enough for evaluating the computational cost
of an ECC based authentication protocol, in general. We presented this interpretation in
Table 4.3| to intelligibly demonstrate our performance comparison.

Our Implementation Environment and Results. To explore the practical usage of our pro-
posed design, we implemented our scheme in a real-world RFID system. The overwhelm-
ing majority of works [39,145,73,/113,|125,|127,/129,/143]], except [40], present computa-
tional cost of their protocols by referencing previous simulation results [146,/147]] in their

performance evaluations. Hence, a real-world implementation is valuable.

We first simulate an RFID system and run several simulations to accelerate and mature our
implementation using BasicCard development environment (v8.55). Then, we run tens of
realizations and take the average time of all. In the end, we obtain the results presented
in Table 4.6l According to the table, our proposal uses 488 bytes as code size and 3,278
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Table 4.5. Computational cost comparison

| Protocols | Tag’s Computations Reader’s Computations | Total Cost |
LH14 STeem + 3Teca STeem + 3Teca o
1731 = 6015,y 2 60157, = 12030T
714 5Tecm + 3Teca + 2Tmul 5Tecm + 3Teca + 2Tmul 120347
[125] 6017 Ty 2 6017 Ty - mul
Cl4 2Teem + 3T + 2T, 2Teem + 2Ty + 1T + 27T, —4811T.
[[113] 24037, 24087, - mul
ZQl14 2Tecm + 1Teca + 2T}, 2Teem + 1Teca + 2T, — 4810T.
[129] A 2405T, 2 2405T - mul
BDD17 2T oem + 1Tpcq + 3Ty, TToem + 6Tpcq + 9T, —~ 10839T.
139] 2 2406 T, = 84337, - mul
ID17 AToem + 1Teca + 2Ty + 4T AToem + 1Teca + 2Tiny + 4T 96347
[40] +2T, + 1AES = 481771, +2T, + 1AES « 4817T,,,4 - mul
DB17 3Teem + 5Tmui 3Teem + 5T -
[45] 36057, < 36057, = 1210
LZKZ18 4Tecm + 3Teca + 1Th 9Tecm + 67—;zca + 17}1 156297
[46] 2 48107, < 108197}, - mul
Our ATeem + 1Teca + 2Tiny + 4T ATeem + 1Teca + 2Tiny + 4T  9634T,
Protocol +2T), + 1AES « 4817 T, +2T}, + 1AES « 4817 T - mul

bytes as data size on the reader side. Besides, it has a 567 bytes EEPROM usage and 1510
bytes RAM usage on the tag side. Also, the running time of our protocol is on average 442
ms. Actually, we realize that a remarkable amount of the time is consumed for wireless

channel communication.

Table 4.6. Time-memory cost of our proposal in BasicCard environ-

ment
Code Data EEPROM RAM Total Running
Sizes (B) Sizes (B) Usage (B) Usage (B) Time (ms)
488 3278 567 1510 442

At this point, we would like to emphasize that implementers might obtain different re-
alization results because of some reasons: implementation platform and implementation
approach (pipelining the algorithms in FPGA or using processors, etc.). For instance, the
running time of ID17 scheme, in WISP platform, is roughly 12,742 ms. Its FLASH/FRAM
usage is 29,450 bytes for code size and 3,296 bytes for data size. The RAM usage is 1,595
bytes. Thus, our implementation has better results than their WISP realization.

In our implementation, an EC point multiplication 7., takes on average 27 ms. But, this
running time includes some extra operations that are used to prevent the RFID tag against

side channel attacks.

On the other hand, it is obtained that 7,,, takes on average 1,471 ms in the implementation
of ID17 scheme [40]. The authors implement only the main components units (ECMR

signature unit and ECMR recovery unit) in FPGA but they do not give any numerical results
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about the running time of BDD17 scheme [39]. They just present the usage hardware
resources for these units such as number of flip flops, slice registers, and LUTs. Finally,
the other related papers use Godor et al.’s [146,147]] simulation results in their works. They

accept that T,., takes averagely 64 ms which is also slower than our result.
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5. CONCLUSIONS

In this dissertation, we firstly focus on the improper usages of RNGs in privacy-friendly
RFID authentication protocols and show that misusing RNGs in an RFID protocol design
might cause serious security and privacy weaknesses. To prov